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This guide was written by Joanna Lopatowska, adviser on consumer and e-com-
merce policy at EuroCommerce. It provides an outline of the provisions of the EU
General Data Protection Regulation 2016, and gives informal guidance on the is-
sues which retailers will need to address between now and 2018, when it comes
into force.
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Foreword

| am pleased to present this guide, which is aimed at offering an analysis and basic information
about the 2016 General Data Protection Regulation, and providing some help to retailers in how
to comply with the Regulation when it comes into force in 2018.

Personal data is a major and valuable asset for retailers in ensuring that they give the best
service possible to consumers, in building customer loyalty and attracting new business. The
interconnected world in which we live enables sophisticated use of data unimaginable only 10
years ago. In equal measure, the dangers of data being compromised, by intentional attacks
or by inadvertent actions by employees or contractors, have also grown exponentially. The
volume of personal data held on companies’ databases, and privacy issues involved, has led to
growing regulatory action at nationaland EU level, with penalties for breaching the regulations
also becoming a major business risk. The new EU regulation imposes a number of additional
obligations, but also brings some clarity and more uniform provisions in this important area.

Itis said that knowledge is the best defence. This guide cannot be a substitute for professional
advice, but we hope that its readers will find it useful in raising the right questions for them
to ask, and some pointers towards actions that they need to take under the new regulation.
One point that goes without saying - the earlier companies prepare for complying with the
new rules, whether in dealing with data on customers or on their staff, the better they will be
equipped to deal with the changes that the Regulation brings with it.

Christian Verschueren
Director-General







Abbreviations and symbols
used 1n this guide

Directive
Data Protection Directive 95/46/EC

DPA
Data Protection Authority / Supervisory authority

DPO
Data Protection Officer

EU

European Union

The Data Protection Directive and the GDPR are both applicable

in the European Economic Area (EEA), which comprises the 28 member
states of the EU and Iceland, Lichtenstein and Norway.

GDPR or Regulation
General Data Protection Regulation 2016/679 of 27 April 2016

M/

Q EuroCommerce comments on specific rules and requirements
(in italic and blue).
The comments and examples provided are non-exhaustive.
Regulatory guidance issued after the publication
of this guide may provide additional examples, but also possibly
interpretation of the GDPR.
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DISCLAIMER

The purpose of this guide is to provide basic information about the General Data Protection
Regulation (GDPR), to promote compliance, and to help retailers in the transition to the new re-
gime. This guide in no way replaces legal advice. EuroCommerce takes no liability for any meas-
ures companies take to implement the GDPR. If companies have any legal questions or concerns,
they should seek professional legal advice. This document is for EuroCommerce members only.
Reproduction and/or distribution is not allowed without the express consent of EuroCommerce.
Quotations are authorised, provided the source is acknowledged.
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EXECUTIVE SUMMARY
10 key steps to compliance

1. Getting familiar
with data protection

3. Customer privacy
retail context

Companies should get to know, and be comfortable
with, general data protection concepts and under-
stand the role of their company as primarily respon-
sible for the fairness, legality and security of the pro-
cessing of personal data.

This concerns both big and small retailers, selling on-
line and offline. A data protection reflex should become
an integral part of each company's way of operating.

Many of the Regulation's main concepts and principles
are the same as those in the Data Protection Directive.
Therefore, if a company complies with the current ob-
ligations, the general approach to compliance and the
way of doing things will remain valid under the GDPR.

However, there are new elements. Therefore, compa-
nies will have to do certain things for the first time and
certain others differently.

2. General rules on transparency

and legality

Companies should ensure that they are transparent
about their use of personal data and the reasons for
doing so. If a retailer collects personal data, it should
have a relevant privacy notice in place.

Companies that have provided privacy notices under
the Data Protection Directive should review them and
update them by adding any missing details. Privacy
policies should be robust and clear, be available on the
website and be regularly updated.

Companies should identify all the legal reasons for
which they process personal data. Companies will
have to explain these in the privacy notice.

The GDPR does not provide for any specific rules on
the processing of personal data in the retail context.

There are, and there will be, many questions on how
the GDPR applies to the retail sector, which practices
are permitted and may continue, and where retailers
will need to change the way they handle data.

Many of these issues are currently unclear. What is
clearis that, under the GDPR, retailers will need to ex-
plain, in @ much clearer and accessible way, how they
and their business partners are using customer data.

4. Individuals’ rights

In addition to existing rights to access, rectification
and deletion, individuals have new rights they can
exercise, such as the right to data portability, and the
right to erasure.

Companies should have procedures in place to handle
individuals' requests in these areas.

5. Accountability

Companies should integrate privacy accountability in
alltheir strategies and projects involving personal data.

Companies should have appropriate policies in place
to ensure and demonstrate compliance. These poli-
cies should be regularly reviewed to make sure they
are up-to-date.

Each company should develop a privacy culture and
train staff to understand and fulfil their obligations.
Awareness of the changes that are coming should
be raised internally. Key management should be on
board with changes, so that additional budget ex-
penditure can be planned. Implementing the GDPR
might be costly.



As part of building privacy accountability, companies
should audit what personal data they collect, from
whom, for which purposes and with whom they share
the data. Companies should document their data
processing operations and keep the documentation
up-to-date. Where required or practicable, compa-
nies should appoint a Data Protection Officer (DPO)
to take responsibility for data protection compliance.
Accountability will also require creating procedures
for data privacy impact assessment (PIA) to review
any risky processing and steps to address any con-
cerns. Knowing any relevant local law and guidance
will be necessary for companies operating in more
than one member state.

6. Data security

Companies should have robust security policies and
standards in place and fix any security gaps.

There should be a data breach response plan to de-
tect, investigate and report a personal data breach.
Employees should be trained to understand their data
security obligations so that they know how to prevent
breaches and what to do in case of a breach.

7. Outsourcing and offshoring
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Companies should review contracts with service
providers and determine if additional agreements or
changes are needed in light of the new requirements.

Companies transferring personal data outside the EEA
should ensure that they have appropriate safeguards
to do so legally. These safeguards could be either
transferring personal data to adequate (safe) coun-
tries or using contracts (Standard Contractual Clauses),
Binding Corporate Rules (BCRs), or individuals' consent.
Transferring personal data to the U.S. could also be
based onthe Privacy Shield Agreement. This agreement
may be affected by the change of administration in the
U.S.in 2017.

8. Enforcement

New enforcement rules are much more stringent, and
penalties are significantly higher, compared to the ex-
isting rules. Companies that do not comply with the
new rules will be exposed to increased enforcement
risks.

Companies should identify which data protection au-
thority (DPA) they come under. The lead DPA is deter-
mined according to where the company has its main
administration or where decisions about data pro-
cessing are made.

9. Local compliance

Companies operating in different member states
should determine if there are any specific local rules
concerning personal data, in particular in the field of
employment.

10. Checklist

Companies can use the checklist at the end of this guide
as atoolto help them implement key privacy compliance
requirements and new obligations under the GDPR.

The checklist is not comprehensive. Each company will
have to tailor the necessary measures it needs to take,
depending on the risks involved in data processing, cat-
egories of personal data processed and purposes for
which the data are processed. Companies should seek
legal advice where any questions arise.



What 1s the GDPR
and why 1s it relevant for retailers?

All retailers, whether big or small, selling online or face-to-
face, need to know their customers. For that reason, they
need atleast some of their customers' personaldata. Indeed,
every day, customers and employees provide retailers with
personal data. Retailers use that data for many purposes:
customers' address to ship them goods, online browsing
history or loyalty card details to better reach the customers,
employees' bank account number to pay salaries, etc.

A retailer may collect and use personal data for various
purposes, but at the same time is responsible for using that
datain a transparent, legal and secure way.

These responsibilities will now be added to. The newly
adopted General Data Protection Regulation (EU) 2016/679
of 27 April 2016 (“"Regulation”or "GDPR") regulates the rights
of individuals over their personal data and the obligations
that companies must comply with when using that data. The
Regulation builds on existing rules under the Data Protection
Directive 95/46/EC (the “Directive") from 1995.

The last 20 years have brought enormous changes in tech-
nology, data systems and the way people use and share in-
formation about themselves. The GDPR updates the existing
rules to suit modern life and harmonises them across the EEA.

People are more aware - and concerned - about what hap-
pens with their personal data, who has access to that data
and whether it is secure. Therefore, retailers need to work
on building and maintaining customer trust, and proving
that they are able to ensure the security of personal data.

The Regulation sets out changes to the rules applicable to
almost every area of the processing of personal data. There
are also new standards of compliance. Companies will face
additional administrative burdens and liability for violations
willincrease, as will the likelihood of enforcement action.

Implementing the GDPR will certainly require many internal
changes. Planning for these will be helpful in making the
right decisions.

If, untilnow, companies have notimplemented robust priva-
cy standards they will have to do it under the GDPR. This may
require additional resources and a new way of doing things.

The GDPR takes full legal ef fect and will be
enforced as of 25 May 2018.

Before the Regulation takes full legal effect in May 2018,
companies will have almost two years to implement nec-
essary changes. While this may seem a long way away,
companies should act now, as many of the obligations will
take time to integrate. Being proactive about the GDPR can
help save time and money.

In this guide, we outline some of the key areas in which
the retailers operating in the EEA will be impacted. It does
not cover all the provisions of the GDPR. This guide in ten
chapters presents selected key data protection issues that
companies may wish to consider.

KEY CHANGES

HARMONISED RULES. The same rules will apply
across the EEA in most areas, but member states have
retained competence to adopt specific privacy rules in
some areas.

NEW OBLIGATIONS. DPO, Privacy Impact Assessment
(PIA), breach notification, documentation, privacy by
design and default, new privacy notice requirements.

HIGH FINES FOR VIOLATIONS. Sanctions up to 20
million EUR or 4% of global annual turnover.

n
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CHAPTER 1
Getting familiar with data protection
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In this chapter: Retailers and personal data ¢ Definitions * Overview of EU privacy laws * Scope

1.1. When and why retailers use personal data

RETAILERS AND PERSONAL DATA

3
RECRUITING

When companies hire people, they col-
lect employees' personal data to pay
their salaries, grant them holidays, sick
leaves, promotions, etc.

§

cesesescee PERSONAL DATA :eccecceees

SELLING PRODUCTS Name, email address, age and gender, DEALING WITH

& SERVICES delivery address, credit card details, BUSINESS PARTNERS
history preferences, location data...

Customers buy products and Retailers may acquire cus-

services, browse websites, tomer data from their busi-
and interact with the retailerin ness partners, for example by
many different ways. Retailers a buying a customer database,
get to know who these cus- °° merging with other companies
tomers are and what they like ‘ and acquiring their customer

by collecting their personal
data. This data helps retail-
ers reach new customers and

databases, etc.

RETAILERS HAVE OBLIGATIONS

In the course of normal busi-

WHEN THEY COLLECT AND . . .
oo ; ; i ness relationships, retailers
maintain their relationship PROCESS PERSONAL DATA . .
with existing ones. (FOR EXAMPLE) will also receive personal data

of their business partners’
employees.

Implement appropriate privacy policies and procedures
Inform individuals about the processing of their personal data
Obtain consent or ensure other legal reason for processing of personal data

Protect personal data against any security threats and notify security
breaches in case they occur

And comply with any other relevant requirement

13



1.2. Examples of personal data typically processed by retailers

14

Customer personal data

Personal details: name, email address, phone
number, other contact details, Facebook or Twitter

account, work or home address.

Purchase data: goods or services ordered or re-
quested, payment and credit history details,

complaints.

Support inquiries: telephone numbers and du-
ration of any calls requesting support, subject of
support queries and /or complaints.

Online information: online identifiers, including IP
addresses, user name and password, user prefer-
ences, information gathered through cookies and
other web tracking technologies, including con-
tent, mailing lists for which the individual has opt-
ed-in, location data.

The Regulation expressly considers as online
identifiers a name, an identification number, loca-
tion data, online identifier or other factors related
with the physical, physiological, genetic, mental,
economic, cultural or social identity of a person.
Technology-based identifiers such as MAC ad-
dresses qualify as personal data.

Employee personal data

Personal details: name, contact details (email,
phone numbers, physical address), gender, date
and place of birth, marital status, dependants,
emergency contact information, photograph.

Official identifiers: citizenship, national ID num-

ber, social security number, passport data.

Salary: base salary, bonus, benefits, compensa-
tion type, salary reviews, banking details, working
time records (including vacation and other absence
records).

Position: description of a position, job title and
function(s), employment status and type, branch/
unit/department, full-time/part-time, terms of
employment, work history, hire/re-hire and ter-
mination date(s) and reason, length of service,
retirement eligibility, promotions and disciplinary
records.

Talent management: details contained in letters of
application and resumé/CV (previous employment,
education history, professional qualifications, lan-
guage and other relevant skills, certification), skills
and experience, development programmes, per-
formance and development reviews.



1.3. Personal data and other key concepts
ARTICLE 2 OF THE GDPR

In order to comply with their obligations under the GDPR, Processing

companies have to understand basic concepts, such as . . .
Any operation concerning personal data, such as collection,

personal data or processing of personal data. . o . .
recording, organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by trans-

Personal data mission, dissemination orotherwise makingavailable, align-

. . . . . . . ment or combination, restriction, erasure or destruction.
Any information relating to an identified or identifiable nat-

ural person - “data subject”. An identifiable person is some- NN

one who can be identified, directly or indirectly, in particular Q Data processingin the retail context can often include opera-

. e . e tions, such as:
by reference to an identifier such as a name, an identifi-

cation number, location data, online identifier or to one or e Asking customers to fill in a form for a loydlty card and

more factors specific to the physical, physiological, genetic, using their shopping history data to better target offers

mental, economic, cultural or social identity of that person. e Asking customers to provide their address in order to deliver

goods bought online

The GDPR applies to personal data. It does not apply to data ) ) ) )
e Analysing customers’ shopping preferences via their use of

that does not relate to an identified or identifiable natural
loyalty cards

person or to anonymous data.
e Holding a contest or a prize draw and asking customers to

In this guide we have replaced the term "data subject” provide information about themselves

with “individual." e Tracking customers online and collecting information about

their browsing patterns, shopping preferences, and history

!y

Often, a single piece of information such as gender or postal
code cannot be used to identify an individual. However,
such information in combination with other data can. For
example, one study found that 87% of Americans can be
uniquely identified by combining three indirect identifiers:
date of birth, gender and postal code. With the development
of the computing technologies, less and less information is

Installing a security camera in a shop and collecting cus-
tomers’images

Using shopping apps on mobile devices to collect informa-
tion about customers’ shopping preferences, tracking their
in-store movements

Keeping records of consumer complaints and requests,
including via phone calls

needed to identify an individual. Therefore, information Collecting contact details to send catalogues, offers, promo-

that may appear to be not personal may turn out to be tions and other marketing materials

personal data. . . . .
e Paying salaries to employees and granting all their
employee rights
Data controller
Data processor

Theindividual or organization, public or private, agency or any

other body, which alone, or ]Olntl.y with Others, determines A natural or legal person, pubhc authorityv agency or any

the purposes and means of processing of personal data.  gther body, which processes personal data on behalf of

Inthis guide we often replace “data controller” with “company"”. the controller.

\\II/

\\ ! I/
Q A retailer is always a data controller for employees’ and

) Q A data processor can be:
customers’ personal data. This means that a retailer is

primarily responsible for handling personal data in an ap- * Apayroll provider
propriate way and ensuring the data are processed fairly e Payment service provider

and securely. e Accountant

e Mail marketing provider

15



DPA

A national supervisory data protection authority, an inde-

Enterprise

Any natural or legal person engaged in an economic activity,

pendent authority tasked with supervising and enforcement irrespective of its legal form, including partnerships or as-

of data protection rules. sociations regularly engaged in an economic activity.

Consent Main establishment

Anyfreely given, specific,informed and unambiguous indica- This is a place where the central administration of a data

tion of his or her wishes by which the data subject, either by controlleris located in the EEA, unless another entity locat-

a statement or by a clear affirmative action, signifies agree- ed in the EEA takes the decisions about the purposes and

ment to personal data relating to them being processed. means of the processing of personal data and this entity has

the power to implement such decisions.

Profiling N
A main establishment will usually be the company’s

Any form of automated processing of personal data consist- headquarters.

ing of using those data to evaluate certain personal aspects

relating to a natural person, in particular to analyse or pre- Sensitive data

dict aspects concerning that natural person's performance

at work, economic situation, health, personal preferences,  Any data, revealing racial or ethnic origin, political opin-

interests, reliability, behaviour, location or movements. ions, religious or philosophical beliefs, trade-union member

. ship, and the processing of genetic data or data concerning

A Y /7

Retailers collect vast amounts of data about sales, con- health or sex life.

sumption, customer shopping patterns and preferences, ~\./.

distribution, and related services. IT technology provides In a typical scenario, retailers usually do not collect any

sophisticated tools to collect and analyse such data in order sensitive data on their customers. Retailers may collect some

to reach consumers faster and more effectively by providing
more targeted offers. Profiling can be done, for example by
tracking consumer behaviour on a website, via a shopping
app, tracking consumer location, analysing browsing and

sensitive data on their employees, for example, concerning
health or trade union membership. Biometric data is also
defined but is not considered to be sensitive data. Retailers
may be using biometric data, for example for managing

shopping history. Profiling helps identify customer buying employee working time, allowing access to secure areas.

patterns and behaviours, improve service for better custom- The processing of biometric data may require a data protec-

er satisfaction retention. tion impact assessment.

Pseudonymisation Health data

The processing of personal datain such a way that the data Personal data related to the phySical or mental health of an

can no longer be attributed to a specific data subject with- individual, including the provision of healthcare services,

out the use of additional information as long as such addi- which reveal information about his or her sate of health.

tional information is kept separately and subject to techni-

cal and organisational measures to ensure non-attribution Biometric data

to an identified or identifiable person.
' Any personal data resulting from specific technical pro-
\\ // . . . . . .
B Q Pseudonymous data does not directly disclose an individual’s cessing relajcm.g tothe |:fhy'su.:al, phySI'ologlcal or behaw.our—
identity, but it may still identify an individual by associating al characteristics of an individual, which allows or confirms

him with additional information. Pseudonymous data is the unique identification of that individual, such as facialim-

still regarded as personal data. Therefore, many obligations ages, or "dactyloscopic” (fingerprint) data.
in the Regulation apply; but there are some exemptions and
the rules affecting pseudonymous data are less stringent. Genetic data
For example, profiling based exclusively on pseudonymous . ) o

. . o L Allpersonaldatarelating to the genetic characteristics of an
data is not perceived as significantly affecting individuals. o . ) ) ) )
individual that have been inherited or acquired, which give
unique information about the physiology or the health of
that individual, resulting in particular from an analysis of a

biological sample from the individual in question.

16



1.4 . Which companies must comply with the GDPR?

ARTICLE 3 OF THE GDPR

All companies established in the EEA, whether big or
small, selling online or face-to-face, must comply with
the GDPR. Some non-EEA based companies that do busi-
ness inthe EEAare also covered and must comply with the
Regulation’s obligations.

GDPR applies to companies established in
the EEA and outside the EEA

The existing Data Protection Directive applies to any com-
pany established in the EEA. However, only data controllers
have direct obligations. Companies established outside
the EEA must comply with the EEA privacy rules if they use
“means of processing” located in the EEA to process person-
al data which means equipment, such as servers, located in
the EEA or using a service provider located in the EU for the
processing of personal data.

Companies established in the EEA

According to the GDPR any company (data controller and
data processor) established in the EEA must comply with
the EU privacy rules irrespective of where the personal data
is located or where the processing takes place. There are no
big changes; these rules already apply under the Directive.

The Regulation also applies if the EEA-based company
stores or manages personal data outside the EEA, for ex-
ample, where personal data is hosted on servers in India or
stored in the cloud in the U.S.
\\ ! I/
- Q Any company established in the EEA and operating a bricks
& mortar shop, selling goods online, or operating an om-
ni-channel business will need to comply with the GDPR.

N
~

Companies established outside the EEA

The GDPR applies to any company (data controller or data
processor) established outside the EEA, if that company:

« Offers goods or services to EEA residents; or

« Monitors the behaviour of EEA residents (such as profiles
or tracks them online).

These are big changes. Currently many companies estab-
lished outside the EEA that collect Europeans' personal data
do not have to comply with the Directive, but many of these
companies will have to comply with the GDPR once it comes
into force.

\l/,
Many online businesses that make their websites available
in the EEA and target individuals in the EEA will be covered
by the Regulation. Targeting individuals means for exam-
ple, language used on a website or advertisement directed
at residents of certain countries, or the acceptance of local
currency with the possibility of ordering goods and ser-
vices in that language (Recital 23). For example, a U.S. retail
chain that markets its products directly to EEA residents,
but has no physical presence in the EEA, is not covered
by the Directive, but will need to comply with the GDPR.
A company whose website is accessible to EEA consumers
will not automatically be covered by the Regulation if it is not
actively targeting Europeans.

17



Does the size of a company matter
for compliance with the GDPR?

The GDPR sets out privacy rules that must be followed by all
companies operating in the EEA, irrespective of the compa-
ny's size, turnover and business model.

The size of a company does not matter. Generally, apart
for the record-keeping (documentation) obligation, the
GDPR does not include any specific exemptions for the
SMEs with fewer than 250 employees.

However, the GDPR encourages the EU institutions, the
member states and the DPAs to take account of the specific
needs of micro, small and medium-sized enterprises in the
application of the Regulation. It is yet unclear what it will
mean in practice for the SMEs.

It matters for the compliance with the GDPR how much
personal data a company processes and for which purpos-
es, how much risks for the individuals are related to data
processing, whether the company operates in one or sev-
eral counties.

18

In practice, large retailers will have different compliance
measures and priorities they will need to undertake com-
pared to smaller shops.

Measures to ensure compliance with the GDPR will differ,
depending on what sort of business is involved:

- Small bricks & mortar shops (corner shops, butchers,
bakers, fast food shops, boutiques, hardware DIY stores,
pet shops, card shops, etc.);

« SME retailers selling domestically online and in a bricks
& mortar (mainly food shops);

« SME retailers selling online across the EU and some-
times beyond (retailers selling clothes, accessories, fur-
niture, homeware, electronics, or sport goods);

- Large retailers selling online and offline across the
EU and beyond (multinational retailers selling clothes,
accessories, furniture, homeware, electronics, or sport
goods in most countries in the EU and often having sub-
sidiaries outside the EU).



Suggested steps that small and large retailers may take
for basic GDPR compliance

1. Audit systems to identify what personal data are be- 5. Establish or review necessary privacy policies and
ing collected and for which purposes. procedures.

2. lIdentifyrisksthat maybeinvolvedinthe processingof 6. Provide privacy notices to relevant customers and

personal data by the company: large or small number employees.
of customers, customer tracking and profiling, data
security risks, collection of sensitive data, etc. 7. Take any other relevant privacy measure appropriate

to therisks involved.
3. Assign data protection oversight function to one of
the employees.

4. Ensure that personal data are secure and protected
against security risks (IT and physical security).

© 000000000000000000000000000000000000000000000000000
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_% BIG SHOPS ‘_l._ll-.L’

1. Audit systems to identify what personal data are be- 8. Ensure process for exercising individuals' rights.
ing collected and for which purposes.

9. AppointaDPO, if necessary.
2. Identifyrisks that may beinvolved in the processing of
personal data by the company: large or smallnumber 19, Qrganise regular privacy trainings for relevant
of customers, customer tracking and profiling, data employees.
security risks, collection of sensitive data, etc.

11. Update existing service provider agreements and ap-
3. Review and revise necessary privacy policies and ply new standards to new deals.

procedures.

12. If you transfer personal data outside the EU, ensure
4. Ensure robust data security and create a data breach you rely on appropriate safeguards.

response plan.

8. Consider certification with privacy certification bodies

5. Roll out or update privacy notice for customers and or adhere to a relevant code of conduct.
employees.
9. Take any other relevant privacy measure appropriate
6. Create Privacy Impact Assessment procedures and to the risks involved.
templates.

7. Create or update existing database inventory.

©000000000000000000000000000000000000000000000000000000000000000000000000000000
©000000000000000000000000000000000000000000000000000000000000000000000000000000
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1.5. Current EU data protection laws

EU data protection rules apply in the 31 member states of the European Economic Area (EEA), which includes the 28 member
states of the European Union (EU), Norway, Liechtenstein and Iceland. All the other European countries, and even some be-
yond, have adopted EU-style data protection laws. Here are the main data protection rules in the EU:

: LAW BRIEF DESCRIPTION HARMONISATION STATUS
Data Regulates the processing « Minimum » Currentlyin place
Protecti ithi
'o EC.IOI’I of personal data within the = Implementation and en- « Will be replaced by the
Directive .
EEA and includes data pro- forcement vary across GDPR on 25 May 2018.
95/46/EC tection rules on all general the EEA, which means
aspects of privacy such as thereisa patChWOI’k of 31
principles, collection and data protection laws.
use of personaldata, etc.
General Data Regulates the processing = Full = Will replace the Directive
Protection of personal data within the . Member states will keep on 25 May 2018.
Regulation EEA and includes dat
(GDPR) andincludes data pro- competence to adopt
tection rules on all general data protection rules in
EU)2016/679
(EV) / aspects of privacy such as some areas.
principles, collection and « Direct effect - no need for
use of personaldata, etc. nationalimplementing.
Compared with the
Directive the GDPR boosts
individuals' privacy rights
and increases companies’
obligations.
ePrivacy Regulates privacy in elec- = Minimum = Currently in place but is
Directive tronic communication such . Implementation and en- under legalreview.
2002/58/EC as cookies, spam, data forcement vary across « New rules to be proposed
retention, data breaches. the EEA, which means by the end of 2016.
Mainly covers telecoms thereisa patChWOrk of 31
sector. data protection laws.
Network Regulates member states' « Minimum - Will apply as of 10 May
- 2018.
and . and some types of com » The Directive will need 018
Information anies'cybersecurit i i
Security p y y to be implemented in na-
(Cybersecurity) obligations. tional law.
Directive » Laws will vary across
(EU)2016 /1148 the EEA.
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Retailers’ collection of personal data

Retailers collect personal data from their customers when they buy products and services, browse
websites, and interact with the retailers in many other ways. Collecting customers' personal data
helps retailers reach new customers and maintain a relationship with the existing ones. Retailers
also collect personal data from their employees. Certain personal data on employees is needed in
order to pay their salaries and generally manage their employment relationship.

Retailers’ obligations

Retailers have many obligations related to their handling of individuals' personal data, including
transparency about the purposes for which they process personal data, obligation to secure the
data against accidental or unlawful leak, documentation. Obligations of SME retailers will often

differ from the obligations of large retailers.

Scope

Any retailer established in the EEA, or targeting EEA individuals to comply with the GDPR, whether
big or small selling online and offline.
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CHAPTER 2

GENERAL RULES

In this chapter: Principles * Privacy notice * Legality

2.1. Data protection principles
ARTICLE 5 OF THE GDPR

The data protection principles serve to guide the applica-
tion and interpretation of the GDPR. The application of many
concepts and rules in the Regulation are designed to take
account of further IT developments to avoid the Regulation
becoming quickly outdated. The principles aim to adjust the
Regulation to changing technology.

The principles in the current Data Protection Directive
include fairness, lawfulness, transparency, purpose limi-
tation, data minimisation, data quality, security, integrity
and confidentiality.

These existing principles have been kept and strengthened
under the GDPR. A new accountability principle has been
added to require companies to demonstrate compliance
with the data protection principles. The principles under the
GDPRinclude.

1. Lawfulness, fairness and transparency

Personal data must be processed lawfully, fairly, and in
a transparent manner in relation to an individual. The
transparency principle requires operators to inform in-
dividuals about what a company does with their person-
aldata.

M/

~

4

A company must have a lawful reason to process personal
data. Otherwise, it will be breaching the law. For example:

e Consent: an individual has consented to the processing
of his or her personal data (for example for the purpose
of profiling).

e Contractual need: there is a contractual need (selling goods

online requires payment and address details to process
the order and deliver the good).

e Legitimate interest: there is a business need for using
personal data (e.g. marketing purposes).

e Legal obligation: a company needs to comply with legal
obligations (provide information about employees’ salaries
to tax authorities).

2. Purpose limitation

Personal data must be collected for specified, explicit
and legitimate purposes and not further processed in a
way incompatible with those purposes.

N

Q For example, if a company organises a contest or a promo-

tional activity and collects personal data such as names
and email addresses, the company can only use that data for
the purposes that have been communicated to individuals.
The data cannot be shared with marketing partners unless
the contest participants have been informed of this.
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3. Data minimisation 6. Integrity and confidentiality

Personal data must be adequate, relevant and limited to Personal data must be processed in a way that ensures

what is necessary in relation to the purposes for which appropriate security, including protection against unau-

they are processed. thorised or unlawful processing and against accidental
w7, loss, destruction or damage. Appropriate technical or
B Q Only data that are relevant for a particular purpose should organisational measures must be used.

be collected. For example, to process an online order, a .\!/,

company will collect payment details, contact and delivery Q Physical, organisational and IT security measures should

address, etc. Details such as age, marital status or children are be in place to protect personal data against theft, misuse or
not likely to be necessary to sell goods or ship a parcel. a cyberattack.

4. Accuracy 7. Accountability
Personal data must be accurate and, where necessary, The company is responsible for demonstrating compli-
kept up to date. Companies should take reasonable ance with these principles.

steps to ensure that personal data that are inaccurate .1/,
are erased or rectified immediately. Q A company should keep track of what it does with personal

o7, data, in particular by keeping an updated inventory of data

For example, employee payroll records should be updated processing operations.
when there is a pay rise; customers’ database should be
updated if there were changes in the shipping addresses, or
customers have requested to be removed from the mailing list.

5. Storage limitation

Personal data must be kept in a form which permits
identification of individuals for no longer than is neces-
sary for the purposes for which the personal data are
processed.

\\|I/

- Q Personal data should be depersonalised where possible.
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2.2. Key information about privacy notices

ARTICLE 13-14 OF THE GDPR

The GDPR requires any company that collects and process-
es personal data to inform individuals about it and provide
certain information, such as who the company is, why it
collects personal data, whether the company shares per-
sonal data with any other parties, for how long it keeps
personal data, and may other details. Most consumers will
never read a privacy notice. They will often agree to give
their personal data without reading what they consent to.
Their main interest is to buy and receive the goods or a ser-
vice. People will usually read a privacy notice or complain
about how a company handles their personal data when
they feel their data have been misused.

The current Data Protection Directive requires providing
certain information to individuals, including: company's
name, reasons for the processing of the individual's per-
sonal data, with whom personal data are being shared, that
the individuals have the right to access and correct their
personal data and any other information necessary to guar-
antee fair processing. The member states may require com-
panies to provide additional information. Therefore, compa-
nies that sell in several member states must comply with
a plethora of specific requirements in each country where
they sell. This means that companies might need to have
different privacy notices and policies in different countries.

The General Data Protection Regulation sets a higher
standard by adding more information that must be pro-
vided to individuals, in addition to the information already
required under the Directive. The privacy notices will have
to be more detailed. This will impose additional burdens on
many companies. However, member states will not be able
to set additional requirements. A single privacy notice will
be sufficient across the EEA. Companies selling in several
member states will not need to adapt the notice to local le-
gal requirements. However, the notice will still need to be
translated into the local languages if needed.

Is a privacy notice the same thing
as a privacy policy?

Generally yes. Privacy policy is a form of a privacy notice.
Privacy notice is a general term used to describe informa-
tion to individuals about the processing of their personal
data. It can be short or long, very detailed and comprehen-
sive or focus on one specific aspect of data processing. The
term “privacy policy” is generally used for longer documents
available on the website or contracts that generally de-
scribe company's approach to privacy.

When do companies need to provide
a privacy notice?

The purposes for which personal data are processed differ
for a customer visiting a website, a job applicant, customer
using a loyalty card, or participants ina promotional contest.

A privacy notice will be needed when:
« Collecting information about customers from their loyaty
card transactions;

« Selling online and collecting personal data for any
purpose: processing the order, shipping the good, custom-
ising shopping experience;

» Sending marketing communication;

= Organising contests and collecting email addresses or
phone numbers, and any other personal data;

« Analysing customers' shopping behaviour, preferences
and likes;

Collecting job applications;

- Keeping a record of the calls that customers make to
call centre;

- Managing employees' personal data to pay salaries, track
holidays and sick leave;

Collecting and processing personal
other purpose.

data for any

Because data is used for all these different purposes, retail-
ers may need to have different privacy notices for each.

Ifa company has provided a privacy notice (a general privacy
policy or a specific privacy notice) it may need to be updated
when personal data are used for a new purpose.
\\ ! //
) Q For example, launching a new project, a contest, or a new
IT system that changes the way personal data are used and
shared will require a new or updated privacy notice.
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How to write a privacy notice

The GDPR requires a privacy notice to be provided in a con-
cise, transparent, intelligible and easily accessible form,
using clear and plain language, in particular for any in-
formation addressed specifically to a child (Article 12.1).
Individuals to whom the notice is addressed should be able
to understand it.

Here are some suggestions to consider when providing a
privacy notice.

- Use simple and clear language. Avoid complicated lega-
lese. Use words and titles that people understand.

= Use appropriate font style and size. Do not use small
print, closely spaced text, smallitalic font, or grey font, etc.

= Provide clear and easy-to-find information on how indi-
viduals can obtain more details, and whom they can con-
tact for any questions.

= Provide any necessary information to allow individuals to
understand what they are consenting to.

If explicit consent is required (for example for profil-
ing or processing sensitive data) provide an easy way to
express consent, such as a clearly visible consent box. The
box must not be pre-ticked.

- If unambiguous consent is required (in most situations)
draft the consent form in a simple and clear language and
place it prominently in the privacy notice or in a separate
statement.

= Use a layered privacy notice for complicated and lengthy
information. A layered notice usually includes a short and
long text. The short notice available on the front page
should usually include basic information about the identi-
ty of the company, the purpose of processing and a link to
a long notice that explains all the details. A layered notice
may be particularly usefulto provide on mobile devices.

Things to remember when providing
a privacy notice

Under the GDPR, a privacy notice should be provided to all
individuals whose personal data are being processed. In the
retail context, this generally means to employees and cus-
tomers. Companies may need to use different channels to
communicate the notice to different groups of individuals.

In order to ensure compliance with the new requirements
in the GDPR, companies should review all the privacy notice
templates provided so far. Companies may need to create
new forms.

26

Privacy notice to employees

Companies should review privacy notices provided to em-
ployees in all countries and revise the notices, if necessary,
to ensure that they comply with the new rules. This should
cover employees, non-payrolled contractors or consult-
ants, agency-supplied contractors or consultants, etc.

New employees should receive the notice at the start of
their employment. Existing employees should receive a
copy of the updated notice on paper, on the intranet site, or
in any other appropriate way.

Where necessary, consent should be collected from the em-
ployees. However, under the GDPR, employers will not be
able to rely on consent for most types of data processing.

HR managers should be aware of the obligation to provide
the notice, obtain consent, know where to access it or obtain
further information, or handle a privacy complaint.

Privacy notice to customers

Companies should review privacy notices provided to cus-
tomers in all countries online and offline, including privacy
policies available on website(s), loyalty cards, special bonus
programmes, contests, etc. Where necessary, notices should
be revised to ensure that they comply with the new rules.

Where cookies or other technologies gathering online data
are used for purposes other than those necessary to inter-
act with the website, e.g., for tracking online behaviour for
marketing purposes, companies should consider using a
pop-up, floater, landing site or similar technology to notify
users about the tracking.



A PRIVACY NOTICE CAN BE PROVIDED

IN MANY WAYS
| — In writing: In printed forms (for example in printed
— materials when providing loyalty card, in printed

adverts, onjob application forms, etc.)

Electronically: On the website, in text messages, in

emails, inapps, etc.

Orally: When speaking to customers on the phone.
Itis a good practice to document that the notice has

been provided.

In combination with standardised icons in an
easily visible, intelligible and legible way. When
icons are presented electronically, they must be

machine-readable.
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REQUIREMENTS FOR A PRIVACY NOTICE UNDER THE GDPR

General A privacy notice (privacy policy) must:
= Betransparent and easily accessible,

= Provide information in an intelligible form, using clear and plain language,
adapted to the individual (particularly if it concerns children).

Information to be included - Company's name and contact details and the identity and contact details of the
in a privacy notice DPO (if appointed),
(INFORMATION ALREADY REQUIRED - The purposes for the processing of the personal data and the legal basis of

UNDER THE DATA PROTECTION

doing so,
DIRECTIVE PRINTED IN BOLD)

- Information about the individuals'rights, such as: the right of access and rec-
tification or erasure of personal data, restriction of processing, right to object to
processing and the right to data portability,

- With whom the data are being shared (for example, payment providers,
delivery companies, banks, marketing partners, etc.),

- Ifthe data processing is based on the legitimate interests, explanation of these
interests,

= Whether individuals are being profiled,
= Information on whether personal data is transferred outside the EEA,
= Forhow long personal data are retained,

= Theright to withdraw consent at any time,

Theright to lodge a complaint to the DPA,

= Ifthe processing is based on a contract, the relevant terms of that contract,

If the personal data have not been collected directly from the individual, the
privacy notice must also state:

« The categories of personal data concerned,

» The source from which personal data have been obtained.

Timing Where personal data are collected from an individual, a privacy notice should
be provided at the time where personal data are collected. Where data are not
collected from the individual (for example when a company bought a customer
database), it should provide a privacy notice:

= Within a reasonable period after obtaining the personal data, but at the latest
within one month, or

= If the personal data are to be used for communication with the individual, at the
latest at the time of the first communication, or

- If personal data will be shared with further recipients, at the latest when the
data arefirst disclosed.

Exemptions If the personal data are not collected from the individual, a privacy notice is NOT
required if:

= Theindividual already has the information from another source,

= Providing the notice would be impossible or would involve disproportionate
effort,

« Processing of personal data is governed by specific provisions or personal data
is confidential.
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2.3. Legal basis. When can companies process personal data?

ARTICLE 6-11 OF THE GDPR

Companies can process personal data only if they have a
legal basis - a “good reason” - to do so. This is in accord-
ance with the lawfulness principle.

In the retail context the most common legal bases are:
consent, legitimate interest, contractual necessity and legal
obligation.

Consent

Consent is one of the fundamental concepts of data pro-
tection law in the EEA and globally. Consent means that
an individual agrees to the collection and the processing
of his or her personal data. It is seen as the most transpar-
ent way to ensure that the data processing is fair and legal.
However, the obligations under the GDPR make consent a
less attractive option.

Under the GDPR consent is defined as:

a.Freely given,
b.Specific and informed,

c.An unambiguous indication of individual's wishes by
which the individual,. Either by a statement or by a clear
affirmative action agrees to his or her personal data
being processed.

The GDPR distinguishes between explicit and unambigu-
ous consent without however strictly defining these terms.

Explicit consent is required for the processing of sen-
sitive data, for profiling and for transferring personal
data outside the EU.

For other types of processing, unambiguous consent

will suffice.

Consent cannot be relied upon indefinitely - an individual
may withdraw consent. If consent is withdrawn, data pro-
cessing must cease. Therefore, when relying on consent,
extra care will be needed to ensure that circumstances have
not changed.

~

Retailers will most likely need to obtain consent when:

= Tracking customers online and analysing their brows-
ing and shopping behaviour for marketing purposes,

= Using data obtained from loyalty cards,

= In some countries sending direct marketing via email,
sms (see ePrivacy Directive).

Consent will not be necessary in order to process a
transaction, for example, to sell online and send parcels
to consumers.

a.Freely given consent means that an individual must have
a “genuine and free choice" For example, performance
of a contract or provision of a service must not be made
conditional on the consent for the processing of data if
this is not necessary for the performance of this contract.
Consent should not be regarded as freely-given if the in-
dividual is unable to refuse or withdraw consent without
detriment. It should be just as easy to withdraw consent
astogiveit.

1/

\\ 4

If consent is provided through an action like clicking a button

~

or link, it must also be withdrawn through a similarly simple
and easily accessible action.

b.Specific and informed means that it must be separated
from any other type of consent and action.

\\ ! I/

Q For example, agreeing to the terms of service for delivery
of an item bought online should be a separate action from
agreeing to have personal data shared with third parties for
marketing purposes. Being informed also means knowing
about all the reasons why personal data is being processed.
It also means being informed of the rights and the ability to
withdraw consent or object to some types of processing,
like profiling.

c.Unambiguous consent provided via affirmative action
could include ticking a box when visiting a website, choos-
ing technical settings for information society services or
another statement or conduct which clearly indicates in
this context the data subject's acceptance of the proposed
processing of his or her personal data. Silence, pre-ticked
boxes or inactivity do not constitute consent.

\\lll

Q The requirement for “unambiguous” consent is less oner-

ous than “explicit” consent, but it still depends on a “clear
affirmative action”.
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“Unambiguous consent expressed by affirmative action is

more than “implied consent” where simply using a service,
particularly a digital one, can be taken as an indication of
agreement. Unambiguous consent is likely to require higher
standards than implied consent (required for the placing of
cookies). The individual must take a clear action, for example
clicking a “Continue” button on a web page. Clarification
from the DPAs will be needed to understand what concretely
companies will need to do to achieve unambiguous consent.

Parental permissionis required to process the personaldata
of children. A child is considered to be anyone under the age
of 16.

One of the conditions for valid consent is that the company
must demonstrate that consent was given by the individual.
Failure to keep such a proof of consent will be a breach of
the rules. This means not just recording the fact that some-
one ticked a box in a form, but having an audit that links the
action to any privacy notice and the actual processing of the
data concerned.

Legitimate interest

This legal basis allows companies to process personal data
without consent when companies need personal data for
their own legitimate interests (such as commercial, mar-
keting purposes). However, legitimate interest must be bal-
anced with the rights and freedoms or legitimate interests
of the individual whose personal data is being processed.

30

According to the GDPR, processing is lawfulif it is necessary
for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and
freedoms of the individual which require protection of per-
sonal data, in particular where the individual s a child.

When assessing whether legitimate interest does not over-
ride the individuals' interests or the fundamental rights and
freedoms companies need to take into account reasonable
expectations of the individuals and whether they can rea-
sonably expect at the time and in the context of the collec-
tion of the personal data that processing for that purpose
may take place.

Such legitimate interest could exist where there is a

relationship between the individual and the compa-

ny, such as the individual is a client of the company.

Under the GDPR legitimate interest includes:

« The processing of personal data is for direct market-
ing purposes. (Recital 47)

« The processing of personal data is strictly necessary
for the purposes of preventing fraud, for example in-
ternal compliance programmes. (Recital 47)

« Personal data are shared with other affiliated en-
tities in the same group of companies for internal
administrative purposes, including the processing of
clients' or employees' personal data. If personal data
is transferred outside the EEA, all the restrictions on
data transfers apply. (Recital 48)

» The data processing is strictly necessary and pro-
portionate for the purposes of ensuring network
and information security. This could, for example,
include preventing unauthorised access to electronic
communications networks and malicious code dis-
tribution and stopping “denial of service” attacks and
damage to computer and electronic communication
systems (Recital 49)



Balance between the company’s legitimate interest and
individuals’ rights

The legitimate interest requires a balancing of the legiti-
mate interests of the company against the interests and
fundamental rights of the individual. To determine this bal-
ance, a number of factors will need to be considered:

= The nature and source of the legitimate interest, whether
the relevant processing activity is necessary for the exer-
cise of a fundamental right, or is otherwise in the public
interest,

« Theimpact on the individual,
« Theindividual's reasonable expectations
= The nature of the data and how those data are processed;

- Additional safeguards that the company canimplement to
limit any undue impact on the individual (e.g., data minimi-
sation, privacy-enhancing technologies, increased trans-
parency, a right to opt-out, and data portability).

Many companies currently rely on a “legitimate interest”as a
lawful basis for the processing of personal data. Individuals
can always object to the processing of their personal data.

The GDPR reverses the burden of proof. Rather than the
individual having to demonstrate justified grounds for ob-
jecting, the company must demonstrate “compelling legit-
imate grounds for the processing which override the inter-
ests, rights and freedoms of the individual. As a result, many
businesses may find that they are no longer able to rely on
legitimate interest as a lawful basis for the processing in the
course of some of their business activities.

New purposes

There are some circumstances in which personal data may
be processed for new purposes that go beyond the original
purpose for which those data were collected (Article 6).

If personal data are to be processed for a new purpose, the
company must consider whether the new purpose is “com-
patible” with the original purpose taking into account the
following factors:

= Any link between the original purpose and the new
purpose;

= The contextinwhich the personaldata have been collected,
including the company's relationship with the individual;

= The nature of personal data, in particular, whether sensi-
tive data are affected;

= The possible consequences of the new purpose;

- The existence of appropriate safeguards (e.g., encryption
or pseudonymisation).

The current Data Protection Directive also permits the pro-
cessing of personal data for new purposes, provided those
new purposes are “not incompatible” with the original pur-
pose. The GDPR makes this process more difficult, because
it is very burdensome to determine which new processing
purposes are “compatible”, and which are not.

Contractual necessity

Personal data may be used without consent if this is needed
to perform a contract, for example sell and deliver goods.

Q For example, when buying goods online, the customer needs
to provide payment details and delivery address, so that
the goods can be paid for and delivered. It is not necessary
to require consent for processing these data. The processing
of personal data may also be required before entering into
contract, for example an individual requests information
from a retailer about a particular product in order to
conclude a contract.

Legal obligation

This legal basis means that there must be an obligation
to comply with specific law, which requires a company to
collect and process personal data. This does not typically
exist in the retailer-consumer relationship but may concern

employee relations.

Q For example, companies need to collect certain employee
data in order to comply with tax obligations.
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THIS CHAPTER COVERED

Principles

The data protection principles serve to guide the application and interpretation of the GDPR. The
principles in the GDPR include fairness, lawfulness, transparency, purpose limitation, data minimi-
sation, accuracy, storage limitation, integrity and confidentiality, and accountability.

Privacy Notice

Every company must provide a privacy notice explaining in detail for which purposes it collects and
processes personal data, who receives the data, etc. A good privacy notice can make a company
more transparent and more accountable and reassure people that they can trust the company with
their personal data. Privacy notices have to be clear and easily accessible. Retailers should identify
and review all existing privacy notices and policies concerning employees and customers. Notices
should be revised to ensure they comply with the new GDPR requirements.

Legality

Every company should identify in which situations it will need to obtain consumer consent (for
example for profiling and tracking customers), where the company will have legitimate interest
to process personal data (for example, for direct marketing purposes), and where contractual ne-
cessity will give sufficient legal grounds (for example for shipping ordered goods). Under the GDPR
consent is defined as any freely given, specific, informed and unambiguous indication of an individ-
ual's wishes.



CHAPTER 3

CUSTOMER PRIVACY
IN THE RETAIL CONTEXT

In this chapter: Profiling * Children * Loyalty cards * Direct marketing * Contests * Cookies * CCTV cameras

3.1. Selected consumer privacy issues relevant for retailers

Neither the GDPR nor the Data Protection Directive con-
tain any specific rules on the processing of personal data
in a sector specific context, such as, for example retail. In
addition, privacy rules are designed to be technology neu-
tral. This means that there are no specific rules about us-
ing personal data by the retailers and for their commercial
purposes, whether online, offline or omni-channel. There
are, and there will be, many questions on how the GDPR ap-
plies to the retail sector, which practices may continue and
where retailers will need to revise these. Many of these is-
sues are currently unclear. What is clear is that under the
GDPR retailers will need to explain, in a much clearer and
accessible way how they and their third party partners are
using the consumer information they collect.

Below we outline some areas where retailers should pay
particular attention, as their practices might need to under-
go significant change.

¢
% & 4 Customer profiling

The moreretailers know abouttheirexistingand prospective
customers the better they can reach out to them. Therefore,
establishing customer profiles and data analytics can give
retailers information they need to generate business, and
can play crucialrole in the growth of their business.

Customer profiles include extensive data about custom-
ers' age, gender, location, spending habits, income, details
of purchasing behaviour, such as products each customer
buys, when and how, feedback about how customers rate
products or services, and much more.

Under the current Data Protection Directive the individuals
have a general right “not to be subject to a decision which
produces legal effect concerning him or significantly affects
him and which is based solely on automated processing of
data intended to evaluate certain personal aspects relating
to him.” Such automated processing is essentially profiling
but there are no specific constraints or obligations linked to
it (such as a need for explicit consent); general data protec-
tion rules apply.

Under the Regulation, individuals should not be subject to
a decision based solely on automated processing, including
profiling, which produces legal effects concerning him or her
or similarly significantly affects him or her. (e.g., a bank de-
cides not to grant a mortgage on the basis of profiling infor-
mation) (Article 22). This is similar to the Directive, but the
related obligations are much more stringent.

The GDPR defines profiling as any form of automated pro-
cessing of personal data consisting of the use of person-
al data to evaluate certain personal aspects relating to a
natural person, in particular to analyse or predict aspects
concerning that person's performance at work, economic
situation, health, personal preferences, interests, reliability,
behaviour, location or movements.

Profiling will only be permitted:

- With the individual's explicit consent;
« |fexpressly authorised by EU or member state law; or

- If it is necessary for entering into, or performance of,
a contract between the individual and a company.

Profiling is prohibited if it is based on the processing of sen-
sitive personal data.

Companies that profile individuals must inform them up-
front about the profiling and in most cases obtain indi-
viduals' explicit consent. Companies that regularly rely
on data analytics will need to consider how to implement
appropriate transparency and consent mechanisms in or-
der to continue profiling activities under the Regulation.
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In many situations, the only lawful basis for profiling will be
the explicit consent of the individual. This could mean that
analytics involving personal data may require explicit con-
sent before the analyses can be conducted, for example in
relation to customer tracking, behavioural targeting and
advertising.

As the GDPR requires explicit consent, lawful profiling
could become much more onerous. In addition, individ-
uals will need to be informed about the profiling and its
consequences.

The GDPR regards profiling as a high-risk activity sub-
ject to strict conditions (such as the need for a privacy
impact assessment) and rigorous oversight. Therefore,
compliance with this new regime should become an
important part of all retailers’ big data strategies.

Y“ Children

Children are exposed to privacy risks when their personal
data are collected online automatically (e.g. cookies), upon
request (e.g. when signing up for a service), or voluntarily,
when they fill their personal data in online forms, for exam-
ple, through surveys, quizzes and contests.

Children often underestimate the commercial value of their
personaldata. Like most adults, children tend to skip privacy
policies and they readily agree to the use of their personal
datain order to get access to desired websites.

The GDPR requires parental consent for the processing
personal data of children under 16 (Article 8). Children
aged 16 or older may give consent for the processing of
their personal data themselves.

The age of consent has been set at 16 years, but member
states may set a lower age, although not below 13. Differing
rules on the age of consent across the EEA could create is-
sues for companies that operate internationally. It is unclear
if member states will be consistent on this issue. For exam-
ple, the UK, has already said that it will lower the age of con-
sentto13.

Companieswillneedto start thinking now about putting sys-
temsinplacetoverifyindividuals'age and to gather parental
or guardian consent for the data processing. Companies will
be responsible for proving that parental consent has been
obtained, which might be particularly difficult in an online
context. Therefore, systems should be designed to capture
this. A privacy notice concerning children's personal data
will have to be written in a way that children understand.
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Loyalty cards

Many retailers collect customers' personal data on shopping
behaviour and preferences via loyalty programmes and cards.

Currently retailers that offer loyalty cards and programmes
must comply with all the relevant data protection rules.
They must inform consumers on how they use their person-
aldata, with whom they share the data. They must also keep
personal data secure.

The retailers may often rely on their legitimate interests.
However, in some situations obtaining consumer consent

will be required.

One of the key issues is connecting data from consumers’
social media activity and their online and offline transac-
tions, which often involve loyalty cards.

The GDPR will require a lot more of retailers if they are to re-
main compliant. Retailers will need to rethink how they use
personal data they derive from online shopping and loyalty
cards. In particular, any data processing that takes place us-
ing this information will need to be fully explained to cus-
tomersin a clear and concise format, with a lot more details
than currently.

Consumers will most likely need to provide explicit consent
before the data can be collected, as loyalty programmes are
likely to result in customer profiling. However, further guid-
ance from the DPAs will be needed to explain this. Given the
particular emphasis on profiling, loyalty programmes may
need to differentiate between general consent and consent
for personalised marketing.



Direct marketing
and targeted advertising

The Regulation explicitly recognises that the processing of
personal data for “direct marketing purposes” can be con-
sidered a legitimate interest.

This means that customer consent will not be required to col-
lect and process personal data for direct marketing purposes.

However, individuals can at any time object to the process-
ing of their personal data for direct marketing purposes. In
such cases, personal data may no longer be processed.

Direct marketing has not been defined under the GDPR.
Therefore, companies should give consideration to the pre-
cise nature of their marketing activity. It may, for example,
mean that a simple mailing covering similar goods and ser-
vices to existing customers and prospects is completely le-
gitimate without direct consent - but it certainly does not
include “profiling” for marketing purposes, which does re-
quire consent.

Prize contests

Retailers use prize draws and contests in various forms to
promote their commercial offerings. The collection of per-
sonal data from contest participants for use in further mar-
keting is often a key element of a promotion.

Currently this is legal and will remain legal under the GDPR,
provided the retailer has complied with all the relevant data
protection rules, including in particular:

= Privacy notice. Companies must have a privacy notice
informing participants in a contest about the collection
of their personal data via the contest, and for which pur-
poses the retailer will use their data. The policy must be
disclosed in an appropriate way to the participants.

= Consent. As relying on legitimate interest becomes in-
creasingly more difficult, individual's consent might be
required. Companies will need to stay up to date on any
relevant regulatory guidance in this regard. If contests
are directed at children under 16 parental consent will be
required and the retailer will need to prove that such con-
sent has been obtained.

A CCTV cameras

Retailers use surveillance cameras for different purposes:
security of the shop or a warehouse to prevent theft, pre-

venting violence and other crime, or to monitor employees.

Companies that operate a surveillance camera in a shop,
warehouse, distribution centre, entry hall, car park, or office
space, are deemed to be collecting and processing person-
al data. Images (even if faces are not visible), car number
plates can be personal data.

Currently some member states have specific rulesontheuse
of CCTV cameras. In some other countries, DPAs have issued
guidance (for example, the UK Information Commissioner
(ICO) issued a Code of Practice). In most countries, general
data protection rules apply.

The GDPR does not include any specific rules on the capturing
and processing of audio-visual images. This means there are
no specific rules about the placing of the cameras, information
to be provided to people, areas that can be filmed, for how long
images can be stored, who has access to images, etc.

The use of a CCTV camera does not require an individual's
consent but companies must ensure privacy safeguards,
in particular informing people of the cameras, ensuring
data security and allowing access to personal data.

\\I//

Q Here are some tips on what companies may wish to consid-

er when deploying surveillance equipment. These tips are
mainly based on the ICO guidelines. Therefore, companies
operating in other member states should check for any rele-
vant laws or guidance.

e Cameras should only record what is relevant and when it
isrelevant.

e Cameras should not be placed in places where people have
a higher expectation of privacy such as changing rooms
or toilets.

e Areas under CCTV surveillance should be clearly marked
with signs that are clear and prominent, identify the oper-
ator of the system, provide contract details, and explain the
purpose of the CCTV.

e Recordings should be stored in such a way that image qual-
ity is preserved and images can easily be extracted from
systems when required by law enforcement agencies.

e Images must remain secure and only be viewed under
restricted conditions with access limited to authorised
personnel.

e Recordings should be retained for no longer than required
for the company’s purposes, and only held beyond this if
needed by law enforcement agencies.

e Disclosure should be limited to circumstances such as
preventing or detecting crime or where people ask to view

images of themselves.
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. Facebook “Like” button

Many retailers include a Facebook “Like" button or other so-
cial plugins on their websites.

In recent years having a “Like" button on websites has been
questioned by DPAs, including in Belgium and Germany.

This is not a question only for retailers. The “Like" button
collects information about a user and shares it with social
media, irrespective of whether the consumer is signed up
with Facebook or not. Sometimes, information about an in-
dividual is transferred to Facebook, without even clicking
the “Like” button. Courts have decided that such practice
violates the data protection law. For more information see:
Disseldorf District Court, Peek & Cloppenburg case.

Q It is unclear what measures will need to be undertaken under
the GDPR to allow such practices and whether at all such
practices will be permitted.

Cookies

Cookies, are small files that track users' browsing habits
and allow advertisers to target consumers. Cookies and oth-
er tracking technologies allow for the collection of personal
data. Therefore, they are subject to data protection rules.

Cookies and consumer tracking are subject to two sets of rules:

Data Protection Regulation/GDPR: Covers General rules on
how personal data are obtained and used, rules on individuals'
rights, definition of personal data, consumer profiling, etc.

e-Privacy Directive: Covers the transmission of personal
data over electronic communications networks. It applies to
any information stored on or retrieved from user's device,
including cookies and tracking technologies. It is mainly
aimed at cookies, but may also apply to other technologies.

The main focus in the e-Privacy Directive is on notice and
consent.

Notice: Users must receive clear and comprehensive infor-
mation (notice) about why cookies are being set. The notice
must include what data are collected, for what purpose and
with whom they are shared.

Consent: Users must give their consent for information to be
stored on or retrieved from their device. Member states have
different interpretations of how notice and consent should
be delivered, whether it should be opt-in or opt-out, and
whether consent obtained through browser settings is valid.
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The e-Privacy Directive generally applies to cookies and
other tracking technologies (web beacons, advertisement
tags). This will cover any information stored on or retrieved
from user's device used to track and analyse users' online
behaviour, create user profiles, measure online activity, etc.

Information strictly necessary for the operation of a web-
site or its services, information allowing users to better
navigate websites and manage their accounts, for example,
by storing passwords and language preferences, is exempt
from the e-Privacy Directive, and from the notice and con-
sent obligation.

Q With the rise of mobile commerce cookies do not work well
and they cannot identify the same user across multiple
devices. To make up for cookies’ shortcomings, advertisers
are developing other methods, including authenticated
tracking, browser fingerprinting, cross-device tracking,
and more. Companies should stay on top of the upcoming
revision of the e-Privacy Directive and any relevant regula-
tory guidance.



THIS CHAPTER COVERED

Neither the GDPR, nor the Data Protection Directive contain any specific rules on the processing of
personaldatainthe retail context. Therefore, there are no specific rules on the use of loyalty cards,
collecting children's personal data, operating surveillance cameras or social media activities.

There are some rules on profiling and direct marketing. However, they are general.

There are, and there will be, many questions on how the GDPR applies to the retail sector, which
practices may continue and where retailers will need to revise these. Many of these issues are cur-
rently unclear. What is clear is that under the GDPR retailers will need to explain, in a much clearer
and accessible way, how they and their third party partners are using the consumer information
they collect. Privacy notices and consent, or in some cases legitimate interest, will become key
measures for each retailer.
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CHAPTER 4

INDIVIDUALS RIGHTS

In this chapter: New rights for individuals * Redress * Legal claims

4.1. Key individuals’ rights concerning their personal data

ARTICLE 15-21 OF THE GDPR

The existing rights of individuals, such as the right to in-
formation, correction, or deletion of personal data have
been reinforced. New rights have been created, such as
the right to be forgotten or right to data portability. With
individuals' growing privacy awareness, companies may
expect requests aimed at the deletion or limits on the pro-
cessing of their personal data.

Under the existing Data Protection Directive, individuals
have basic rights concerning their personal data, including:

- Right to receive certain (minimum) information about the
processing of their personal data (right to access).

- Right to object to the processing of personal data
if the processing is based on the company's legitimate in-
terests or for direct marketing purposes.

- Right to request correction, deletion or blocking
of the processing of personal data if the processing
does not comply with the Directive.

Under the GDPR, all of the existing rights have been main-
tained. However, new rights have been created, such as
right to be forgotten or right to data portability.

Right to access

Article 15. An individual can ask for confirmation if the com-
pany processes his or her personal data and for information
concerning:

= The purposes of the processing,

= The categories of personal data processed,
- Datarecipients,

= For how long personal data are kept,

= Right to rectification, erasure, restriction of the process-
ing, and objection,

= Rightto lodge a complaint with a DPA,
- Source of data,

» Whether his or her personal data are being used for
profiling, and

- If data are transferred outside the EEA and what adequate
safeguards are being used.

Right to rectification

Article 16. An individual has the right to obtain:
« Rectification of his or her personal data if the data are
inaccurate,

« Completion of his or her personal data if the data are
incomplete.

Right to erasure (right to be forgotten)

Article17. Anindividual has theright to ask for the erasure of
his or her personal data where:

- The data are no longer necessary for the purposes for
which they were collected;

« Anindividual withdraws consent and there is no other le-
gal ground for processing;

= An individual objects to the processing because of his or
her particular situation and there are no overriding legiti-
mate grounds for the processing, or the individual objects
to the processing for marketing purposes,

« The data has been processed unlawfully;

« The data must be erased to comply with legal obligation,
and

= The data concerns a child and has been processed in rela-
tion to certain services, such as social networks.

There are limited exemptions from the right to be forgotten
(Article 17.3).
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Right to restriction of processing

Article 18. An individual has the right to ask for the restric-
tion of the processing of personal data where:

= Anindividual questions the accuracy of the data;

= The processing is unlawful and the individual opposes
the erasure of the data and requests the restriction of
their use;

= The company no longer needs the personal data but the
datais still needed for pursuing legal claims;

= Anindividual has objected to the processing.

Where processing of personal data has been restricted, the
data may only be processed with the individual's consent
and only for limited purposes.

Right to data portability

Article 20. An individual has the right to receive personal
data that he or she has provided in a structured and com-
monly used and machine-readable format. This means that
individuals will be able to easily transfer their personal data
from one electronic system to another.

Anindividual has the right to transmit those data to another
company without difficulty, where the processing:

« Isbased on consent, and

= |s carried out by automated means.

The individual has the right to have the data transmitted di-
rectly from one company to another, provided it is technically
feasible. This means that companies should make sure that
the data is collected in an organised way, so it can be moved.

Q Further clarification will be needed on what “data provided
by an individual” means. For example if consumers register
for aloyalty card they provide certain personal data, such as
name, address, contact details, family members, etc. Further
to that, at each visit to a store when consumers use on loy-
alty card it captures their buying habits. Based on that, the
retailer can create consumer profiles. It is unclear if that data
on consumers’ shopping behaviour is data provided by the
consumers and therefore covered under the provision. As it
stands, this provision could be interpreted requiring a retailer
to transfer information on a customer profile into a compet-
ing retailer’s system.

The DPAs (Article 29 Working Party) are expected to issue
guidance on data portability in the coming months.
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Right to object

Article 21. Anindividual has the right to object at any time to
the processing of his or her personal data if the processing
is based on the company's legitimate interest.

An individual may also object to his or her profiling.

If an individual objects, the company may no longer pro-
cess personal data unless it shows compelling legitimate
grounds for doing so and these grounds override the indi-
vidual's interests, rights and freedoms.

An individual can also object at any time if personal data are
processed for direct marketing. In such cases personal data
may no longer be processed.

Individuals must be informed about the right to object in
a privacy notice in a clear way and separately from any
other information.

An individual can exercise the right to object by auto-
mated means using technical specifications (e.g. by
browser settings).



Companies’ obligations concerning
individuals’ rights

Companies should have procedures in place to handle re-
quests from individuals within appropriate time. Before the
GDPR becomes operational, companies should evaluate
whether their IT systems have capabilities to provide infor-
mation requested by the individuals within prescribed time.

Notification

Companies should inform individuals where they lift a
previous restriction of processing of their personal data
(Article 18.3).

Companies should communicate any rectification, erasure
or restriction of processing to each recipient to whom the
data have been disclosed, unless this is impossible or in-
volves disproportionate effort. (Article 19).

When personal data has been made public and an individu-
al has requested the erasure of the data, companies should
inform other companies using the data about the erasure
request (Article 17.2).

Fees

Companies should respond to access requests free of
charge. If anindividual asks for any further copies, a reason-
able fee may be charged, but only on the basis of adminis-
trative costs (Article 15.3).

Other requests (rectification, erasure, rectification, etc.)
must be handled free of charge.

Format

If an individual sends his or her request electronically, the
company may also provide the information electronically,
unless an individual has expressly requested another for-
mat, for example on paper.

Timing
Companies must comply with the individuals' requests con-
cerning rectification and erasure without undue delay.

There is no specific time limit prescribed for dealing with re-
quests concerning right to access, restriction of processing,
data portability and right to object.
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4.2. Redress and legal claims
ARTICLE 77-82 OF THE GDPR

All individuals have the right to effective protection of
their rights in court and with the DPAs. This includes the
right to compensation for damages. Individuals can ex-
ercise these rights in the member state where they live
or where the company that has violated their rights
is established.

Under the current Data Protection Directive individuals have
the right to a judicial remedy for any breach of their rights,
and to an administrative remedy before the DPA. Individuals
also have the right to compensation for damages suffered.
These rights are regulated by the laws of the member
states, which means that the exercise of the rights differs
across the EEA.

The GDPR has maintained the right to complain to the DPA
and the right to file a case in a court, but they have been en-
hanced. There is a new right to collective redress. As under
the current Directive, the exercise of these rights in court
will depend on the national judicial system.

Right to complain to a DPA

Any individual who thinks that his or her personal data has
been processed in violation of the Regulation has the right
to lodge a complaint with a DPA.

The complaint can be filed in the country where the individ-
uallives, works or where the violation took place (Article 77).

Right to judicial remedy against a DPA

Any individual can file a court case against a decision of a
DPA or DPA's non-activity if the DPA does not handle a com-
plaint or does not inform the individual within three months
on the progress or outcome of the complaint.

An individual may file the case before court of the country
where the DPA is established. (Article 78).
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) Q A recent example is the decision of the Court of Justice
of the EU in the Schrems Case (C-362/14). Max Schrems was
not satisfied with the Irish DPA’s response to his complaint
and he brought the case to the Irish court. The court referred
the complaint to the Court of Justice, which invalidated the
Safe Harbour Framework and established that each DPA
has theright to independently assess the Commission’s adequa-
cy decision.

Right to court action

An individual has the right to an effective judicial remedy if
he or she thinks that a company has violated their rights.

An Individual shall bring the case before the court of the
country where the company is established or where the in-
dividual lives. This right is independent of the right to lodge
a complaint with a DPA (Article 79).

Right to compensation

An individual who has suffered material or non-material
damage resulting from an infringement has the right to re-
ceive compensation for the damage suffered.

The company is exempt from liability if it proves that it is not
responsible for causing the damage. If more than one com-
panyis responsible for the damage, each of them is liable for
the entire damage but they have a right of redress against
each other (Article 82).

Right to collective redress

Individuals can ask non-profit organisations whose statu-
tory aims are public interest activities in the data protection
field to lodge a complaint on their behalf.

Member states may also allow such organisations to act
independently of an individual's mandate (Article 81). This
means that they do not need any specific request from an
individual.
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) Q The right to collective redress is important in the context of
security breaches and any data leaks or hacks. A mishandled
cyber-attack can have serious financial consequences, but
can also affect company’s reputation and brand if affected
individuals file for collective redress.
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THIS CHAPTER COVERED

Rights

Under the GDPR individuals have the right to:

Receive certain (minimum) information about the processing of their personal data
(right to access);

Rectification of their personal data if the data is incorrect;

Erasure of their personal data, if their data is no longer necessary or an individual no longer con-
sents to the processing of his or her personal data (right to be forgotten);

Data portability;
Object to the processing of their personal data, in particular for direct marketing purposes; and

Restrict the processing of personal data.

Companies have to respond to these requests in a timely matter and generally free of charge.

Redress and legal claims

Ifindividuals think their rights have been violated, they have the right to a judicial remedy before a court

and to an administrative remedy before the data protection authority. This includes the right to com-

pensation for damages. The GDPR has introduced a collective redress for data protection violations.



CHAPTER 5

ACCOUNTABILITY

In this chapter: Key accountability requirements * Data Protection Officer

5.1. Key accountability requirements
ARTICLE 24 AND 30 OF THE GDPR

All companies in all sectors will have to implement com-
pliance programmes to ensure that the way they process
personal data complies with the GDPR. Companies will
have to demonstrate compliance to DPAs and individuals.
One of the significant changes under the GDPR is a remov-
al of the notification duty. This has been replaced by ac-
countability obligation.

Current rules under the Data Protection Directive do not
explicitly recognise the concept of accountability but com-
panies have certain general obligations, including transpar-
ency and data security. Under the Directive, companies are
obliged to notify to the DPAs what personal data they col-
lect, for which purposes and with whom they share the data.
This obligation was implemented differently across the
EEA. In some member states (for example Ireland and the
UK), the DPA only needed to receive a high-level summary of
data processing activities. In other countries (for example in
Austria and France), the DPA requires very detailed explana-
tion of the processing activities. In countries like Germany,
there is generally no notification obligation, but companies
must appoint a DPO if they employ more than nine people.

The rise in cybercrime, increased data flows, centralisation
of databases, as well as technology developments pose in-
creased threats to data security. Accountability is therefore
increasingly important for companies in demonstrating that
they safeguard privacy as part of maintaining customer trust.

The accountability principle runs through the core of the
GDPR. The GDPR requires that companies implement “ap-
propriate technical and organisational measures” to be able
to demonstrate their compliance with the Regulation, which
must also include “the implementation of appropriate data
protection policies”.

Accountability in the GDPR

Accountability means implementing various policies and
procedures in order to ensure compliance with the GDPR.
Accountability entails establishing a culture of monitoring,
reviewing and assessing data processing procedures. It will
no longer be sufficient to simply have a privacy policy in
place, and review it every other year.

Internal documentation

Companies will have to create and keep internal documen-
tation setting out full details of how they process personal
data. (Article 30)

Although the obligation to notify the DPA of data process-
ing has been removed, many companies will have to retain
comprehensive records internally. These records will have
to be made available to DPAs on demand. In some cases the
records will need to be more detailed than notification re-
quirements under the Directive.

The GDPR sets out a detailed list of information that must be
recorded. The records should include, for example:

= The name and contact details of the company, and a DPO;
« The purposes of the processing;

« A description of the categories of individuals and of the
categories of personal data;

« The categories of recipients with whom personal data
are shared;

« The description of transfers of personal data outside the
EEA and which safeguards are being used;

« The envisaged time limits for erasure of the different
categories of data;

= A general description of the company's security measures.
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A ‘Companiesemployinglessthan 250 persons areexempt from
this obligation unless the processing they carry out is likely
to result in a risk to the rights and freedoms of individuals,
the processing is not occasional, or the processing includes
sensitive data or criminal records. The exemption appears to
cover most SME retailers, but more clarity is needed on the
meaning of the processing which is not occasional.

Policies

Companies will need to put in place comprehensive and
clearly drafted privacy policies and privacy notices for indi-
viduals. These have to include full details of the processing
of personal data, including the legal basis of the processing,
the safeguards in place for international transfers and data
retention periods. (Article 24).

Companies will also need to establish additional documen-
tation describing rights available to individuals and how
these rights can be exercised.
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- Q Under the current rules some websites copied and past-
ed privacy notices and policies from other sources they
could easily find online, but without much thought. This
approach will be much more risky under the GDPR.
To produce a valid policy, companies will have to have a thor-
ough knowledge of how they use personal data.

Privacy by design and by default

The Regulation introduces two new concepts of privacy by
design and by default, which require companies to consider
data privacy throughout the entire lifecycle of all projects
and systems that use personal data (Article 20). However,
the Regulation does not provide any details of how these
concepts should be implemented in practice.

For retailers, integrating privacy by design and by default
will be particularly important in the context of customer
loyalty programmes, customer profiling and marketing, and
big data analytics.

Privacy by design

This concept means that a privacy compliant approach is
embedded in technologies, products and services in the
whole cycle of data processing.

In implementing privacy by design companies can adopt
various approaches, including, for example:

- Data minimisation - no personal data should be collect-

ed unless thereis a specific and compelling purpose. This
will limit privacy risks at the earliest stage.
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- Data pseudonymisation - individuals should be made
less identifiable, which means that datasets should be
stripped of information that could identify an individual
either directly or through links to other datasets.

- Useraccess controls - access to data should be restricted
and this should be combined with other security policies.

Implementing privacy by design should take into account:

« The state of the art;
= The cost of implementation;

= The nature, scope, context and purposes of processing;
and

« Therisks torights and freedoms of individuals.
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Q There are seven privacy by design principles which

have not been included in the GDPR, but are broadly recog-
nised standards.

Following these principles might help companies implement
practical steps to achieve privacy by design.

1. Use proactive rather than reactive measures; anticipate
and prevent privacy-invasive events before they happen.

2. Personal data must be automatically protected in any IT
system or business practice.

3. Privacy must be embedded into the design and architec-
ture of IT systems and business practices.

4. Alllegitimate interests and objectives are accommodated
in a positive-sum manner.

5. Security is applied throughout the entire lifecycle of the
datainvolved.

6. All stakeholders are assured that, whatever the business
practice or technology involved, it is operated according
to the undertakings given by the company, and is subject
to independent verification.

7. Architects and operators must keep the interests of
the individual uppermost by offering such measures as
strong privacy defaults, appropriate notice and empow-
ering user-friendly options.

Privacy by default

This concept means that companies should implement
measures for ensuring that, by default, they only process
personaldatawhicharenecessaryforeach specific purpose.

This obligation applies to:

= The amount of personal data collected,
= The extent of their processing,
= The period of their storage, and

- Data accessibility.



Privacy Impact Assessment (PIA)

Under the current Directive, there is no requirement to as-
sess the impact of data processing.

Under the GDPR, such an assessment will be required if the
planned data processing is likely to result in high risks to
individuals, including where processing involves “new tech-
nologies” or “large scale processing". (Article 35)

Requirements and procedure for a PIA

Under the GDPR a PIAis required in the following cases:

- Systematic and extensive evaluation of personal aspects
relating to individuals which is based on automated pro-
cessing, including profiling, and on which decisions affect-
ing individuals are based;

= Processing on a large scale of sensitive data or criminal
records data;

= Systematic monitoring of a publicly accessible area on a
large scale.

A PIA must be carried out before the risky processing
begins. APIA should include:

« A description of the processing operations and their pur-
poses, including the company's legitimate interest;

« An assessment of the necessity and proportionality of the
processing operations in relation to these purposes;

« An assessment of the risks to the rights and freedoms
of individuals;

= The measures to address the risks, including data security
measures.

It is sufficient to conduct one PIA for similar processing
operations that present similar high risks.

Where necessary, in particular when the risks have changed,
companies should assess whether the processing complies
with the PIA and whether any PIA review is necessary.

Consultation

Anytime a PIAis required, companies should consult the DPO.

Where appropriate, companies should seek the views of in-
dividuals concerned or their representatives. The timing and
format of the consultation required is unclear. It is also un-
clear what is the effect of any objection would be. However,
there is a vague safeguard that the company's commercial
interests or the security of processing should be taken into
consideration.

PIA standards

The DPAs are expected to publish a list of the types of pro-
cessing operations which require PIA and may also publish a
list of those which do not require PIA.

DPA consultation

Under the GDPR it is no longer necessary to notify the DPA
about the processing activities. However, some notification
requirements remain (Article 36).

If the PIA shows that the personal data processing would re-
sult in high risks and no measures have been taken to miti-
gatetherisks, a company should consult the competent DPA
before it starts to process personal data.

The DPA has up to eight weeks after receiving the request
for consultation to provide written advice to the company.
This period may be extended by additional six weeks if the
intended processing is complex. The DPA shallinform about
the extension within one month after receiving the request.

Formally the DPA does not issue a decision permitting
(or not) the processing of personal data, but instead pro-
vides advice. However, in practice, companies might need
to wait until the DPA issues its advice before starting the
data processing.

Adherence to codes of conduct

Adherence to approved codes of conduct and approved cer-
tification mechanisms could be used as sufficient demon-
stration of accountability (Article 40 - 42).
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Pseudonymous data

The GDPR introduces a new concept of data pseudonymi-
sation. Pseudonymous data is still personal data and there-
fore, not exempt from the GDPR. However, companies that
render data pseudonymous face lighter compliance regimes
in some areas.

Pseudonymisation means that personal data can no longer
be attributed to a specific individual without the use of ad-
ditional information. The data is neither anonymous nor di-
rectly identifiable. The additional information must be kept
separately and is subject to strict requirements in order to
ensure non-attribution to an identified or identifiable per-
son. This process may create useful datasets, for example
aggregated data on consumer preferences and shopping
habits, while limiting privacy risks.

The GDPR includes incentives to pseudonymise personal data.

= Itwill be easier for companies that pseudonymise person-
al data to process personal data for secondary purposes
beyond the original collection purposes (Article 6.4.e).

« Pseudonymisation makes compliance with the security
requirements easier. In case of a data breach, companies
that have pseudonymised personal data may be exempt
from the obligation to notify the breach to the affected
individuals (Article 34). However, the relevant DPA would
still need to be notified.

« Companies do not need to provide individuals with the
right of access, rectification, erasure or data portability if
they can no longer identify an individual (Article 11). The
exemption applies only if the company can demonstrate
that it is not in a position to identify the individual and, if
possible, itinforms the individuals about these practices.

48

Data security

Companies have to ensure the security of personal data and
notify data breaches, if they occur (Article 32-34). For more
information see chapter 6 below on data security.

Data Protection Officer (DPO)

For more information see the next section on the DPO.



5.2. Data Protection Officer (DPO)
ARTICLES 35-37 OF THE GDPR

All companies that process personal data in certain cir-
cumstances (when their core activities involve systemat-
ic monitoring of individuals on a large scale) must appoint
a data protection officer (“DP0O"). The DPO is responsible
for monitoring compliance with the GDPR and for report-
ing to the management on privacy-related issues.

Under the current Data Protection Directive, there is no
mandatory requirement to appoint a DPO. The Directive
leaves it up to the member states to regulate the DPO ap-
pointment and tasks. Member states may also exempt com-
panies that have appointed a DPO from the duty to notify the
processing to the DPA. Requirements differ across the EEA.

In some countries the DPO is mandatory and this function is
expressly regulated (Germany). In other counties the DPO is
optional but there are certain advantages of appointing one
(France, Luxemburg, the Netherlands, Norway, Sweden). In
many countries there are no specific rules (Austria, Czech
Republic, Ireland, and the UK).

Under the GDPR, the DPO is the main pillar of accountability
and privacy compliance not only performing a compliance
role, but also advising the business and acting as contact
point for employees, customers and DPAs.

WHEN COMPANIES NEED TO APPOINT A DPO

4

Coreactivities consist
of processing operations
which, byvirtue of their
nature, theirscopeand /
ortheir purposes, require
regularand systematic
monitoring of theindividuals
onalargescale.

RETAILER

Thisisrequired bythe EU or
Member State law.

N

Coreactivitiesinclude
processingonalargescale
of sensitive dataand data
relating to criminalcon-
victions and offences. [Not
likely relevant for the retail
and wholesale sector.]

It is unclear what core activities and large scale mean. It seems to cover companies who deal with big data.

Monitoring in the GDPR generally means online behaviour tracking or profiling activities. This could mean that

only companies that track and profile on a large scale and this is core to the business have to appoint a DPO.

Many brick & mortar shops and smaller online shops will not have to appoint a DPO if they do not track or

profile their customers on a large scale and this is not “core” to the business.
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The DPO requirements are unclear.
Companies should stay up to date with any regulatory guidance.
The DPAs (Article 29 Working Party) are expected
toissue guidance onthe DPO inthe coming months.
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DPO appointment and tasks

Expert knowledge

The DPO should have:

« Professional qualities, in particular, expert knowledge
of data protection law and practices, and

= The ability to fulfil his/her tasks.
\\ ! I/

- Q In practice, this means that the DPO should have good
knowledge of the GDPR and the relevant local applicable
laws, good knowledge of the company and its business, and
at least basic knowledge of IT and security issues.

Internal or external expert

The DPO may be a staff member or an external professional.

- If a DPO is an employee, the appointment should be
explicitly recorded in his/her employment contract, an
annex thereto orin a separate document.

- If a DPO is an external person, the appointment should
be explicitly documented in a written service contract.
The DPO can be either a natural person or a legal entity
(for example a consultancy or a law firm).

Location

A group of companies may appoint a single DPO, provided
a DPO is easily accessible from each company's place of
establishment.

\\ ! I/

- Q It is unclear what “easily accessible” means. This is likely
to mean that the DPO must at least be resident in the EEA.
Although the location of a DPO is not strictly specified, it
may nonetheless be practical for some companies to appoint
country specific DPOs. This is because the DPO should be
familiar with the processing taking place in a particular
country and may be required to communicate with the local
DPA in the event of questions.

Length of the appointment

The length is not specified in the GDPR. This means that the
DPO can be appointed for a limited or indefinite term.
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DPO tasks

When performing his or her tasks the DPO shall have due
regard to the risk associated with the processing, and take
into account the nature, scope, context and purposes of the
processing.

The GDPR requires that the DPO have at least the following
tasks:

- To inform and advise the company and the employ-
ees who are processing personal data of their legal

obligations.
N

Q In practice this means identifying ongoing data protection

operations and providing advice to the management and
relevant personnel relating to the processing of personal
data, such as:

e Liaising with HR in relation to the development of policies,
procedures and practices and for staff member of staff and
job applicants,

e Liaising with the IT department in relation to the develop-
ment of policies, procedures and practices for information
security, data handling, outsourcing, and monitoring in the
work place,

e Liaising with sales and marketing to ensure compliance with
applicable laws and regulations for marketing, advertising,
profiling and publicity,

e Ensuring that policies concerning access and correction
rights are in place,

e Ensuring that personnel with access to personal data have
received appropriate training,

e Ensuring that written data processing agreements with
service providers are in place.

« To monitor compliance with the GDPR and other rele-
vant laws and with the company’s internal data protec-
tion policies, including the assignment of responsibili-
ties, awareness raising and training of staff involved in
the processing operations, and the related audits.
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Q In practice this may include maintaining an internal register

of the processing operations and supervising data process-
ing. The DPO should independently verify the company’s
data protection compliance. This means carrying out audits,
making necessary rectifications to internal policies, and
reporting deficiencies to the appropriate persons. The DPO
may also develop procedures to monitor and verify the
processing of personal data.

This may also include assisting individuals with their access,
correction and deletion rights. The DPO should ensure that
the requests have been handled appropriately and timely.
Individuals may contact the DPO on all issues related to the
processing of their personal data and the exercise of their
rights. The DPO may not need to respond directly, but must
be able to refer the request to the appropriate person (e.g.
customer service or HR). The DPO may adopt, or assist in
adopting, procedures for handling privacy complaints.

To provide advice, where requested, as regards the
data protection impact assessment and monitor its
performance.

\\I//

In practice this may include alerting management of any
data protection risks and violations and non-compliance
(such as violations of legal requirements, security), and any
difficulties the DPO encounters in completing his/her tasks.

To cooperate with the DPA and to act as a contact point
for the DPA for any consultation.

\\lll

- Q In practice this means that the DPO should be the contact

person for any questions, including on the interpretation and
the application of the relevant laws and any other issues.

The position of a DPO

In order to ensure the DPQO's independence, companies may

need to take some or all of the the following measures:

Ensure that the DPO is properly and in a timely manner
involved in all data protection issues.

Support the DPO in performing his or her tasks by provid-
ing resources necessary to carry out these tasks as wellas
access to personal data and processing operations, and to
maintain his or her expert knowledge.

Allocate budget for carrying out privacy projects effec-
tively. The DPO should have the necessary resources and
time to attend professional trainings, be a member of
professional associations, and keep up to date with data
protection developments and relevant DPA guidance.

Ensure that the DPO does not receive any instructions
from management regarding the exercise of his or her
tasks. The DPO shall not be dismissed or sanctioned for
performing the tasks. The DPO shall directly report to the
highest management level.

Ensure the DPO is appropriately remunerated so that this
does not affect his or her autonomy or independence.

Ensure that the DPO has sufficient access to information
about the company's data processing.

Provide for secrecy or confidentiality clauses concerning
the performance of the DPQ's tasks.

Ensure that any additional roles or tasks that the DPO may
perform, such as legal, compliance or IT security, do not
result in any conflict of interest.
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General accountability requirements

Accountability means implementing various policies and procedures in order to ensure compliance
with the GDPR. According to the GDPR, accountability requires establishing internal documenta-
tion of the processing of personal data operations, internal data protection policies, Privacy Impact
Assessment, privacy by default and by design, ensuring appropriate security, appointing a DPO, and
adhering to codes of conduct or certification mechanisms. Accountability implies for the company not
only the obligation to comply with the GDPR, but also the obligation to demonstrate to the authorities
and/or the individuals how such compliance is ensured.

Data Protection Officer

All companies that process personal data in certain circumstances must appoint a data protection
officer ("DPQ"). The DPO is responsible for monitoring compliance with the GDPR and reporting to
the management on privacy-related issues. The requirement to appoint a DPO will require clarifi-
cation from the DPAs but it is likely to apply to companies that that track and profile individuals on a
large scale and this is core to their business. Many brick & mortar shops, smaller online shops will
not have to appoint a DPO if they do not track or profile their customers on a large scale and this is
not “core” to the business.



CHAPTER 6

DATA SECURITY

In this chapter: General security obligations * Data breaches * Cybersecurity

6.1. Basic information about data security

ARTICLE 32 OF THE GDPR

Consumers expect that, when making a purchase, the
personal data they provide, and in particular financial
data, are with a trusted entity with proper security in
place. Many retailers process massive amounts of finan-
cial data on a daily basis, and many do so from multiple
stores across many countries. They are increasingly un-
der pressure to implement security that protects custom-
er data effectively. The fallout from security breaches is
damaging both in direct financial costs as well as in terms
of customer trust. The biggest security threats concern
leaks of customer databases and their payment details.
In the recent years, retailers have become one of the most
targeted industries when it comes to security threats.
Therefore, the theft of consumer data has become as im-
portant concern for retailers as merchandise theft.

Data security means protecting personal data (stored in
any form: databases, paper files, computers, portable de-
vices, cloud, etc.) from any unwanted actions, such as un-
authorised access or modification, accidental loss or de-
struction. Personal data can be secured in many different
ways, including encryption, specific software, backups, or
physical security.

The current Data Protection Directive includes general
rules requiring companies to implement appropriate tech-
nical and organisational measures to ensure a level of se-
curity appropriate to the risks involved in the processing of
personal data. There are no specific rules prescribed at EEA
level. Many member states have adopted specific ruleson IT
and physical security, data retention and disposal policies,
security policies and security audits, passwords, data secu-
rity breaches, etc.

Data security plays a prominent role in the General Data
Protection Regulation. Under the GDPR, similarly to the
Directive, companies are required to implement appropriate
technical and organizational measures taking into account
the state of the art and the costs of implementation and
the nature, scope, context, and purposes of the process-
ing as well as the risk of varying likelihood and severity for
the rights and freedoms of individuals. Unlike the Directive,
however, the GDPR provides specific suggestions for what
kinds of security actions might be considered appropriate to
therisk. These risks are, for example: accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or
access to, personal data transmitted, stored or otherwise
processed.

New data security obligations in the GDPR

There is no one-size-fits-all data security standard. The
security measures depend on the particular sector, nature,
scope, context and purposes of the data processing or the
risks involved in it.

For example, a bricks & mortar shop or a small online shop
(with a relatively small number of customers and employ-
ees) are likely to have different security risks and different
obligations compared to a global omni-channelretailer with
operations in many countries.
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Basic security requirements

The GDPR mentions the following basic security measures,
without, however, providing any further details on how se-
curity must be achieved:

= Pseudonymisying and encrypting personal data.

= Ensuring the ongoing confidentiality, integrity, availability
and resilience of systems and services processing per-
sonal data.

- Being able to restore the availability and access to data
in a timely manner in the event of a physical or technical
incident.

= Havinga process for regularly testing, assessing and eval-
uating the effectiveness of technical and organisational
measures for ensuring the security of the processing.

For additional guidance on security standards, controllers
and processors may consider the Recitals of the GDPR, in
particular Recitals 49 and 71, which allow for processing
of personal data in ways that may otherwise be improper
when necessary to ensure network security and reliability.

Codes of conduct

Adherence to approved codes of conduct or approved certi-
fication mechanisms may be used to demonstrate compli-
ance with the security requirements.

Breach notification

Personal data breaches must be notified to the DPAs, and
in certain situations to individuals. (for more details see the
next section)

Use of service providers

Compared to the Directive there are detailed requirements
regarding the use of the service providers. Service contracts
willhaveto oblige processorsto assist controllers to comply
with certain obligations, including general security, breach
notification, and data protection impact assessment.

Service providers who handle personal data, are directly re-
sponsible for various matters, including security.

Existing outsourcing contracts will need to be tracked,
considered and renegotiated to reflect the tighter security
requirements.
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Other matters

Companies will have to implement appropriate measures
in order to ensure that the personal data processing meets
GDPR requirements, including “security by design and de-
fault”. This would affect the design and delivery of new
products or services as well as the existing ones.

Q For example, as retailers increasingly roll out mobile
solutions, security for devices, applications and con-
tent should be an important concern in any mobility
management strategy.



Suggested strategies for basic
security measures

Companies should make sure they have the right physical
and technical security, backed up by robust policies and pro-
cedures and reliable, well-trained staff. Here are some basic
security tips that companies might implement.

Make a data inventory

Take stock of personal data (for example, customer files,
contracts, employee data) and the processing that relates
tothe data, whetherthe processing is automated or not, and
how the processing is carried out.

Identify the risks

Identify and prioritize risks according to their likelihood and
gravity. Examples of risks include theft or loss of a laptop,
smartphone or any device carrying personal data, contam-
ination via a malicious code, saturation of communication
channels, loss or destruction of paper documents.

Implement security measures

Physical Security. Prevent unauthorized access to systems
processing personal data. Data centres, servers, computer
rooms, cabinets with data files (employee records) and all
media hosting personal data should be secured, cabinets
should be locked.

Organizational Security. Design and organise security to fit
the nature of the personal data processed and the harm that
may result from a security breach. Be ready to respond to
any breach of security swiftly and effectively. Designate a
person or a team responsible for ensuring IT security.

Keep rules up to date and revise whenever relevant changes
are madetotheinformation systemthat uses or houses per-
sonal data, or to how that system is organized. Implement
procedures to safely dispose of data.

Network Security. Maintain network security using com-
mercially available equipment and industry standards
including firewalls, intrusion detection, prevention systems,
access control lists.

Encryption. Ensure, for example via encryption, that per-
sonal data cannot be read, copied, modified or deleted with-
out authorization during electronic transmission, transport
or storage.

Access Control. Ensure that only authorized staff can grant,
modify or revoke access to an information system that uses
or hosts personal data. Define user roles and their privileg-
es, how access is granted, changed and terminated. Apply
commercially justifiable physical and electronic security to
create and protect passwords.

Virus and Malware Controls. Installand maintain anti-virus
and malware protection software on the system.

Personnel. Implement a security awareness programme
and train personnel about their security obligations. This
should include training about physical security controls, se-
curity practices and security incident reporting. Users must
be educated in effective password creation, safe network

use and monitored while on corporate networks.

Business continuity and crisis response. Implement ap-
propriate disaster recovery plans. Ensure that personaldata
is protected against accidental destruction or loss by taking
encrypted backups and hosting personal data in a secure
manner. Have clear procedures setting out who is respon-
sible for consumer and media questions following a breach.

Audit. Audit security systems whenever necessary.
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6.2. Personal data breaches
ARTICLE 33-34 OF THE GDPR

The use of digital technology means that data breaches
occur more often and become more difficult to prevent
and track. They may be caused by inadvertent or de-
liberate actions that result in data being stolen, lost or
disclosed, such as theft of storage devices, hacking of
computer systems or inadequate data security practices.
When it comes to security breaches, consumers believe
that retailers have the primary responsibility for keeping
their information safe. Retailers need to take security se-
riously or risk losing customers. Protecting data by mini-
mum security is no longer sufficient.

What is considered a data breach

Data breach is a breach of security leading to the accidental
or unlawful destruction, loss, alteration, unauthorised dis-
closure of, or access to, personal data transmitted, stored or
otherwise processed. Data breaches can occur for different
reasons. They may be caused by employees, external par-
ties or IT system errors.

HACKING ATTACK

- Hacking incidents and illegal access to
databases containing personal data.

« Theft of computer notebooks, data stor-
age devices or paper records containing
personal data out of employees' cars, from
hotel lobbies, or of baggage.

= Scams that trick companies into releasing
personal data.
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The current Data Protection Directive does not have any
specific provisions about data breaches. Approaches vary
across the EEA. Some member states require companies to
notify breaches (e.g., Austria, Germany, Norway, Spain). In
some other countries reporting is voluntary (e.g., Belgium,
Denmark, Ireland and the United Kingdom). In most other
countries there no specific rules or guidance.

The GDPR introduces a general obligation to report data
breaches for all companies in all sectors, irrespective of
their size and the risks involved in the data processing.

Businesses in all sectors must notify the breach to:

a.Competent DPA

Any breach without undue delay and where feasible not lat-
er than 72 hours after having become aware of the breach
- unless the breach is not likely to result in a high risk to the
rights and freedoms of individuals.

b.Affected individuals

Any breach that is likely to result in a high risk to the rights
and freedoms of individuals - without undue delay.

WHEN A DATA BREACH MY OCCUR

HUMAN ERROR

= Lost devices and documents: smartphones,
laptops, tablets and paper documents.

= Sending personal data to a wrong e-mail
or physical address, or disclosing data to a
wrong recipient.

« Unauthorised access or disclosure of per-
sonal data by employees.

= Improper disposal of any media or docu-
ments (hard disk, old account information,
customer database, employee pay slips,
etc.), into dumpsters (instead of shredders).




NEW OBLIGATIONS CONCERNING DATA BREACHES IN DETAIL

General
reporting
obligations

Companies have a general obligation to report data breaches to:

- Competent DPA - any relevant breach without undue delay and where feasible not later than
72 hours after having become aware about the breach.

- Affected individuals - any relevant breach without undue delay.

Breaches Any breach that is likely to result in a high risk to the rights and freedoms of individuals.

that must be

notified Risks may result in physical, material or moral damage to individuals such as loss of control over
their personal data or limitation of their rights, discrimination, identity theft or fraud, financial
loss, unauthorized reversal of pseudonymisation, damage to the reputation, loss of confidenti-
ality of data protected by professional secrecy or any other economic or social disadvantage to

the individual concerned. (Recital 75)

Reporting When Without undue delay and where feasible no later than 72 hours after discovering the
breaches to the breach. If it is not possible to notify the DPA within 72 hours, this delay must be justified.
DPA

What The report should describe:

= Thenature of the breach including where possible, the categories and approximate number of
individuals affected and the categories and approximate number of data records concerned;

- Name and contact details of the DPO or other contact point where more information
can be obtained;

= The likely consequences of the breach;

= Measures taken or intend to address the breach, and measures to mitigate its possible
adverse effects.

Exemptions None.

Reporting When Without undue delay
breaches

to affected What Inform the individuals about:
individuals

- Name and contact details of the DPO or other contact point where more information can
be obtained,;

« The likely consequences of the breach;

= Measures taken or intend to address the breach, including to mitigate its possible adverse
effects.

Exemptions Affected individuals do not need to be informed if:

= A company has implemented appropriate security measures, and applied them to the data
affected by the breach. For example, the data was encrypted or rendered unintelligible to any
person who is not authorised to access it;

= Acompany has taken subsequent measures ensuring that the high risk for the rights and free-
doms of individuals is no longer imminent;

« It would involve disproportionate effort (for example thousands of people were affected). In
such case, companies should issue a public communication or similar measure informing indi-
viduals in an equally effective manner.

Other Any data breach must be documented, including facts surrounding the breach, its effects and

obligations

the remedial action taken. The documentation should be available to the competent DPA.
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Suggested strategies for data breaches

Before the GDPR takes full effect, companies should prepare
for how they will prevent and react to data breaches once
they occur. Companies should assess the overall state of
security to ensure that data breaches can be promptly de-
tected and managed.

a.Companies should consider these measures to prevent
data breaches, and prepare a plan to follow in the event
of a breach (Breach Response Plan).

Develop and implement a data breach response plan, in-
cluding for example specific roles and responsibilities with
a clear chain of command and employee training to enable
a prompt reaction.

Appoint relevantindividuals or create ateam to prevent and
deal with breaches. It could include IT security, physical se-
curity, legal counsel and HR personnel. Assign clear roles to
everyone so that, when a breach occurs, they know how to
proceed and who needs to handle various elements of the
response plan. Write down instructions, but keep it simple,
so that staff actually read it.

Inform employees about when, how and to whom they must
report a data breach. Ensure that third party service provid-
ers are properly informed about the incident plan and pro-
cedures, and in particular of their responsibility to notify the
company about any breach that occurs on their side.

Consider encrypting the data or implementing other meas-
ures that will make the data unintelligible. This may exempt
a company from notifying the affected individuals and may
help prevent harm to the business reputation.

Ensure that agreements and contracts with third party ser-
vice providers (data processors) include appropriate secu-
rity measures.
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b.Once a breach has occurred companies should consider
these steps to deal with its consequences.

Gather as much information as possible, including types of
compromised data, in particular if data was sensitive.

Assess the breach, its scale, the individuals that may be af-
fected and the possible consequences. Prepare a report de-
scribing the breach and its scope.

Take initial steps, such as blocking access to and securing
personal data as soon as possible. This may involve either
physical or IT security measures. Launch an internal inves-
tigation, and task the response team with their assigned
duties.

Establish whichis the relevant DPA that needs to be notified.
Where individuals must be notified, establish how many of
them are affected, what data types are involved and wheth-
er the breach will have a harmful effect.

Determine content and format of information notice.
Ensure that any notice about the breach complies with legal
requirements.

Notify competent DPA about any relevant data breach with-
out undue delay and where feasible not later than 72 hours
after having become aware about the breach. Notify affected
individuals about any relevant breach without undue delay.

Consider engaging an external service provider to deal with
notifications to individuals.

When notifying individuals, personalised e-mails or tele-
phone calls may be necessary, but where a significant num-
ber of individuals are affected, a communication in the press
may be sufficient.

Consider engaging a PR agency to analyse media coverage,
manage responses, and minimise potential damage to the
company's reputation.

c.Companies should document the breach, including rel-
evant facts, the effect of the breach, and the remedial
action taken to prevent recurrence.



6.3. Cybersecurity

NETWORK AND INFORMATION SECURITY DIRECTIVE

In parallel with the GDPR, the EU has adopted a Directive
on security of network and information systems. This es-
tablishes a common level of network and information se-
curity (NIS) throughout the EU. Currently there are varying
and fragmented approaches across the EU. The Directive
sets out EU-wide cybersecurity obligations for operators
of essential services and digital service providers, includ-
ing online platforms.

Which companies are covered
by the Directive?

The Directive of 6 July 2016 concerning measures for a high
common level of security of network and information sys-
tems across the Union (EU) 2016/1148 - the Network and
Information Security (NIS) Directive - imposes obligations
on operators in essential service sectors and digital service
providers to take appropriate security measures designed to
manage cyber risks and to report major security incidents.

- Digital service providers include online marketplaces,
online search engines, and cloud computing services.

- Essential service sectors include energy, transport,
banking, financial market, health, water supply & distribu-
tion and digitalinfrastructure.

What does the Directive mean for digital
service providers and retailers?

Companies that manage online marketplaces will be affect-
ed by the NIS Directive and will have additional security and
reporting obligations. The Directive requires them to take
appropriate security measures and report incidents to the
appropriate authorities. Micro and small enterprises are ex-
empt from these requirements.

The Directive expressly requires digital service providers to
establish appropriate and proportionate security measures.

Digital service providers will be required to report any inci-
dent that has substantial impact on the services they pro-
vide. This could take into account, in particular, the number
of users affected by the incident, the duration of the inci-
dent, its geographical spread, the extent of the disruption to
the functioning of the service.

In addition to the general data breach notification require-
ment in the GDPR (see section 6.2), under the NIS Directive
digital service providers will have to notify incidents with-
out regard to whether personal data was impacted, instead
focusing on whether the incident had a “substantial impact”
on the service.

Where companies fail to comply with the security and inci-
dent-reporting obligations, enforcing authorities will take
action.TheDirective leaves openthe question of what penal-
ties will exist for non-compliance with these requirements.

AftertheNISDirective hasenteredintoforce,the Commission
will have 12 months to adopt implementing acts. This work
will be developed by the European Agency for Network and
Information Security (ENISA). Member states will have 21
months to adopt the necessary national provisions.
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General security measures

As cyberattacks are increasing, companies can no longer afford to allow security to be an after-
thought. Therefore, it is critical for any company to formulate, implement and maintain, ahead of
any breaches, not only appropriate security policies and procedures, but also a breach management
strategy. Security needs to be built in from the outset by technical measures such as encryption and
tokenisation, access controls and authentication. These need to be supplemented with organisation-
almeasures, including appropriate policies, procedures and staff awareness and training.

Data breach response plan and notification

Companies need to have a broad security plan in place. This should contain action to identify a
breach, assess the damage, remove the vulnerability and notify the breach to the DPA and the pub-
lic. A speedy response can help mitigate damage and the loss of consumer confidence.

All companies will have a general obligation to report any relevant data breaches to a competent
DPA without undue delay and where feasible not later than 72 hours after having become aware
about the breach. Affected individuals will need to be notified about any relevant breach without
undue delay.



CHAPTER 7

DATA OUTSOURCING
AND OFFSHORING

In this chapter: Service providers « Data transfers outside the EU

7.1. Engaging service providers
ARTICLE 28 OF THE GDPR

Using service providers to process personal data requires
an appropriate contract committing the service provider
to comply with data protection rules. Service providers
can be either external companies (IT, cloud computing,
call centres, accounting, etc.) or other affiliates in the
same group.

Retailers typically engage service providers for:

» Processing payroll

- Marketing

» Analytics

Data warehousing

 |IT operations including cloud computing
= Invoicing

- Security and camera surveillance

» Operating call centres

Under the current Data Protection Directive, there are no
specific rules on contractual arrangements with service
providers and service providers' liability. However, service
providers must ensure data security. Some member states
lay down specific rules on what must be included in a ser-
vice contract (for example Germany).

The GDPR maintains the rule that a company (data control-
ler) is always responsible for ensuring that personal data
processing complies with the Regulation, irrespective of
whether it processes personal data in-house or engages a
service provider. However, the Regulation will have a signifi-
cantimpact on service providers/vendors (data processors)
and companies that engage them because it imposes direct
compliance obligations and sanctions on service providers.
The Regulation imposes detailed obligations and restric-
tions directly on processors, unlike the current Directive
that only applies to data controllers. There are significant
penalties for processors who fail to comply with their new
responsibilities.

The new law is prescriptive about the detailed contract re-
quirements that will need to be in place when a service pro-
vider is engaged, whether external or internal (e.g. affiliates
in the same group).

When selecting a service provider, companies will need to
conduct due diligence in choosing a reliable partner. The
service provider will need to provide sufficient guarantees
regarding data security and act only on the basis of the com-
pany's instructions.
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New obligations for outsourcing

Contract terms

Companies engaging a service provider must ensure spe-
cific terms in a written contract. The contract must set out
the nature and the purpose of the processing, its duration,
the type of personal data being processed and categories of
individuals concerned, and the obligations and rights of the
service provider.

The service providers must comply with the following
requirements:

= Onlyactonwritteninstructions, in particular where trans-
fer of personal data is prohibited;

= Ensure that the service provider's staff are committed to
confidentiality;

Take all the security measures required by the Regulation;
= Respect subcontracting requirements;

= Assist the company, as far as possible, in the company's
own compliance with the exercise of individuals' rights;

 Assist the company in ensuring compliance with the data
security, data breach notification, privacy impact assess-
ments, and DPA consultation obligations;

= Delete or return all the personal data after the end of the
provision of services and do not process data otherwise;
and

- Make available all information necessary to demonstrate
compliance with the GDPR concerning outsourcing and
allow for and contribute to audits, including inspections.

The Commission and the DPAs may draft standard contract
templates for outsourcing agreements. Companies should
stay up to date on any rules and guidance in this area.
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Subcontracting

If a service provider intends to use a subcontractor, compa-
nies must agree to this in writing (either via a general au-
thorisation or specific contractual terms).

In case of a general authorisation, the service provider must
inform the company of any intended addition or replace-
ment of other processors, so the company may object such
changes.

The contract between the service provider and the subcon-
tractor must include the same data protection obligations
as set out in the contract between the company and the in-
itial service provider, in particular regarding data security.

Where a subcontractor fails to fulfil its data protection
obligations, the initial service provider is fully liable for
any violations.

Codes of conduct and certification

Companies may only appoint service providers that pro-
vide sufficient guarantees they can comply with the GDPR
obligations.

If the service provider is signatory to an approved code
of conduct or an approved certification mechanism, this
may be sufficient evidence that they are able to fulfil such
guarantees.

Processor’s liability - joint controllers

Where a service provider processes personal data other
than as instructed by the company, the service provider it-
self is regarded a data controller and is fully liable as if it
were a data controller.



7.2. Basic principles on transferring personal data outside the EEA.
ARTICLE 41-44 OF THE GDPR

Increasing numbers of companies are moving their IT sys- Data transfer is a form of data processing and concerns
tems offshore, including to low-cost countries. Personal any disclosure, distribution, publishing, viewing or access,
data can flow freely between companies and individuals including remote access to personal data. This means that
in the EEA. However, there are restrictions for transfer- even if personal data are physically located on a server in
ring personal data outside the EEA. the EEA, but can be viewed, accessed, copied, etc. by anyone

outside of the EEA, this is considered to be data transfer.

TYPICALLY, DATA TRANSFERS WILL INCLUDE
SHARING OF THE PERSONAL DATA
WITH AFFILIATES IN THE SAME GROUP
AND THIRD PARTIES

= Affiliates in the same group, for example . = . ) ) . .
2 : ) . 2 Third parties, such as service providers .
stores of the same chain outside the EU, for T :

. . . contracted for analytics, cloud computing, .
the purpose of managing customer database . 5 . .
. = data hosting, apps and other types of IT or =
available across the group or for the HR pur- : ) :
s . other services. .

poses, such as personnel management, etc. .
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The current Data Protection Directive restricts the sharing
of personal data with countries outside the EEA. Transfers
of personal data from the EEA to non-EEA countries are pro-
hibited unless the third country to which personal data are
transferred ensures an adequate level of protection. If the
transfer is to a non-EEA country without adequate safe-
guards (e.g., to the U.S.), companies in the EEA must put in
place adequate safeguards.

The restrictions on data transfers from companies trans-
ferring personal data from the EEA to companies receiving
personal data outside the EEA will continue under the GDPR.
Many rules will remain similar, but some new rules have
been added. For example, the binding corporate rules (BCRs,
explained below) have been formally recognised and pro-
cedures for their approval have been simplified. There are
moretransferoptions, such as standard and ad hoc standard
clauses and codes of conduct adopted or authorised by the
DPAs. No specific DPA authorisation for transfers based on
Standard Contractual Clauses will be required. Companies
relying on these Clauses will face significantly reduced ad-
ministrative burden and simpler transfer procedure.

When can companies transfer personal data
outside the EEA?

1. The third country ensures an adequate level
of protection

Under the GDPR, as under the current Directive, transfers to
countries that ensure an adequate level of protection arere-
garded as if they were transfers within the EEA. Such trans-
fers do not require any specific authorisation from the DPA.

The European Commission decides which countries en-
sure adequate level of protection (adequacy decision). The
Commission's decisions adopted under the 1995 Directive
will continue to be valid under the GDPR until replaced or
repealed.

The following territories have been so far deemed adequate
by the Commission: Andorra, Argentina, Canada, Faeroe
Islands, Guernsey, Israel, Isle of Man, Jersey, New Zealand,
Switzerland, Uruguay, and the EU-U.S. Privacy Shield
(more information on the Privacy Shield in the next section)

The Commission's decisions shall be reviewed at least
every four years (for the EU-U.S. Privacy Shield, annually).
The Commission may decide to repeal, amend or suspend
the decisions.
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Q According to the Court of Justice of the EEA (CJEU) judge-
ment in the Schrems Case (c-362/14) any DPA may challenge
the Commission’s adequacy decision. This means that any
DPA can suspend the transfer of personal data to the coun-
try found adequate. In the Schrems Case, the CJEU found the
Safe Harbour framework, which was used to facilitate data
transfers to the U.S., to be invalid because it did not ensure
an equivalent level of data protection. This was because U.S.
law did not provide adequate limitations on government
surveillance, Europeans did not have access to effective legal
remedies and no judicial redress in the U.S.; and Safe Harbour
was not binding on the U.S. public authorities and allowed
governmental access to personal data. (See Privacy Shield
below)

2. A company has put in place adequate safeguards

The GDPR sets out several options under which transfers
can take place to countries that do not offer an adequate
level of protection. Such transfers may take place with the
following safeguards:

2.1.BCRs

The Binding Corporate Rules (BCRs). BCRs are data
protection policies adopted by a company in the EEA
for data transfers outside the EEA within a group of
companies engaged in a joint economic activity. BCRs
must be approved by the DPAs. BCRs have existed
before, but the GDPR now officially recognises them
(more information on BCRs in the next section).

2. 2. Contract

There is a contract between the EEA company and
the recipient located outside the EEA and the con-
tract is based on the Standard Contractual Clauses
("Clauses”). The Clauses are a contract template
adopted by the Commission or by the DPA and ap-
proved by the Commission. Companies may not de-
viate from this standard contract template (more in-
formation on the Standard Contractual Clauses in the
next section).

There is an ad-hoc contract between the EEA compa-
ny and the recipient located outside the EEA and the
contract is not based on the Standard Contractual
Clauses. Such contracts must be approved by a DPA.



2. 3. Consent How to decide which data transfer

7 ?
The individual has consented to the transfer of his or mechanism to use:

her personal data. Consent may be used for specific In order to determine which data transfer mechanism is
single transfers, but not for routine mass data flows.  most suitable, a company will need to identify and analyse
Obtaining consent is often difficult and impractical,  what personal data are being processed, what data will be
especially for transferring employee data (more infor- transferred and for which purposes, including:

mation on consent in the next section).
» Types of data being transferred,;

X . = Types of individuals whose data are being transferred,;
2. 4. Code of conduct or certification

« Purpose(s) of the transfer;
An approved code of conduct or an approved certifi- < l dforthed "
. t icati t tat ;
cation mechanism together with the binding and en- ystems orappiications usedforthe data transter;

forceable commitment of the company in the third  * Sendersandrecipientsofthedata(companydepartments);

country to apply the appropriate safeguards. This . Third parties who have access to the data or to whom the
transfer mechanism is new under the GDPR. data are disclosed);

= Security measures implemented by the data recipients;

2. 5. Exemptions - Key data flows carried out in the context of the company's

core operations:
Other specific conditions (“derogations”) apply, such
. - From which EEA countries the transfers take place.
as: transfer is necessary for contractual purposes, for
important public interest reasons, for establishing, - Thetype of data (e.g., employee data, customer data).
exercise or defence of legal claims, to protect individ- - How sensitive the data is (e.g., health information,
uals' vital interests, or transfer is made from a public trade union membership),

register. These criteria are interpreted very narrowly. ~ Howimportant the data is to the company's business;

If the company cannot rely on the contract or BCRs - Where would the company most likely face a complaint
and no other derogation is available, the transfer may (works council, a DPA).
exceptionally take place based on the legitimate in-
terest of the company if the transfer is not repetitive
and concerns a limited number of individuals. The DPA

must be informed about the transfer.
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7.3. Selected data transfer mechanisms
ARTICLE 41-44 OF THE GDPR

Binding Corporate Rules (BCRs)

BCRs are a set of internal rules that allow multinational
companies to transfer personal data from the EEA to their
affiliated companies located outside the EEA. BCRs ensure
that a single set of rules apply throughout the group instead
of various contracts.

BCRs are often seen as a global privacy policy based on EEA
principles, rather than just a data transfer instrument. BCRs
do not cover transfers of personal data outside a corporate
group, for example to a service provider. Other mechanisms
must be used for such transfers.

BCRs must be internally binding within the corporate group,
the parent and its subsidiaries. All employees must be
bound to comply with the BCRs.

The concept of the BCRs was developed by the DPAs (the
“Article 29 Working Party”). The practice concerning the es-
tablishment and approval of BCRs differs across the EEA.
The GDPR sets out harmonised rules and approval proce-
dure. In order to become effective, BCRs must be approved
by the DPAs in all countries from which personal data are
transferred. In order to streamline the process, the GDPR
has developed some cooperation methods among the DPAs,
for example, a mutual recognition system.

BCRs are based on the accountability model, as they pro-
mote high internal privacy standards. Companies that wish
to prepare for the accountability obligations under the
Regulation can put themselves in a good position if they de-
cide to implement BCRs. However, establishing BCR's com-
pliance and putting a document in place, requires significant
resources.

Standard Contractual Clauses

Data transfer agreements can be either ad hoc (i.e. individu-
ally negotiated by the companies and approved by the DPAs)
or can incorporate Standard Contractual Clauses (SCC).

The SCC include a set of unamendable contractual terms
concerning rights and obligations of the parties as well as
liability for violations and an annex with a description of the
transfer including categories of personal data transferred,
data recipients and purposes of the transfer. The informa-
tion in the annex is provided by the companies. Each legal
entity transferring and receiving personal data must indi-
vidually sign the SCC.
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There are two different types of SCC:

- Clauses for transfers to data controllers (C2C Clauses)
used for transfers from the EEA companies to non-EEA
companies, which are authorised to make independ-
ent decisions about the personal data received (data
controllers).

- Clauses for transfers to data processors (C2P Clauses)
used for transfers to service providers located outside the
EEA.

There are advantages on relying on the SCC. For example,
they consist of legal terms that are the same and consistent
across the EEA.

However, the SCCare static documents that cover a concrete
set of personal data and purposes for which the transfers
are taking place. Therefore, the information about transfer
provided in the annex must be reviewed and amended as
changes occur in data flows. For more complex data flows,
keeping track of the changes may become very burdensome.

Each party to the Clauses is liable to the other parties for
damages caused by a breach of the Clauses.

Privacy Shield

Privacy Shieldis the new, improved Safe Harbour, whichitre-
places. The Safe Harbour agreement was declared invalid by
the EU Court of Justice in October 2015 in the Schrems Case.
It guarantees that privacy protections for data transferred
tothe U.S. are equivalent to data protection standards in the
EU. Thereis a stronger enforcement for authorities in the EU
and the U.S., and more robust protections against access to
personal data by the U.S. security agencies.

Under the Privacy Shield, as under Safe Harbour, U.S. com-
panies that receive personal data from the EEA will have to
comply with the privacy principles: notice, choice, security,
data integrity and purpose limitation, access, accountabil-
ity, and recourse, enforcement and liability. Companies will
self-certify that they meet the requirements and will regis-
ter to be on the Privacy Shield List. Companies will have to
recertify annually.

Compared to Safe Harbour, there are tighter conditions for
onward transfers (when the receiving company subcon-
tracts to third parties).



Monitoring and oversight from the Department of
Commerce will be stronger and more proactive than under
Safe Harbour. This willinclude assessment of whether com-
panies’ privacy policies are in line with the Privacy Shield
principles. These reviews will take place in case of specific
complaints, when a company does not provide satisfacto-
ry responses, or when there is evidence suggesting that a
company does not comply with the principles.

In case of non-compliance, U.S. companies will risk sanc-

tions and removal from the Privacy Shield list.

Any individual whose personal data has been misused will
have various possibilities for redress, including lodging
a complaint with the company, lodging a complaint with
the competent DPA (who will refer the complaint to the
Department of Commerce), using the alternative dispute
resolution (ADR), which will be free of charge.

Companies have been able to sign up to the data transfer
agreement from August 1. According to the U.S. Department
of Commerce, Microsoft and Salesforce are among the
biggest of the 34 companies to have self-certified. More
information is available on the Privacy Shield website
https://www.privacyshield.gov.

Consent

Another option is to obtain the individual's consent.
However, in practice, transfers based on consent are nar-
rowly permitted by the DPAs and therefore, not very practi-
cable. According to the guidance from the Article 29 Working
Party, transfers should rely on consent only “where it would
be genuinely inappropriate, maybe even impossible” for the
transfer to take place using other adequate safeguards.

There are some advantages of consent, for example it
works for transfers that must take place at short notice, this
is a quick and flexible tool. However, generally consent is
impracticable.

= Consent must be explicit, free, specific and informed.

= Consent must be specific, which means that blanket or
generic consent is not valid. The individual must give con-
sent to a particular transfer or a particular category of
transfers.

« Consent is insufficient for future transfers, when the
occurrence and recipients are not known.

= Consent is not an adequate long-term framework for
regular transfers, such as centralisation of global em-
ployee or customer databases.
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Engaging service providers

The Regulation imposes detailed obligations and restrictions directly on processors, unlike the cur-
rent Directive that only applies to data controllers. There are significant penalties for processors who
failto comply with their new responsibilities. The new law is prescriptive about the detailed contracts
that will need to be in place whenever a service provider is engaged. The Commission and the DPAs
may draft standard contract templates for outsourcing agreements. Companies should stay up to
date on any developments.

Transfers of personal data outside the EU

There are restrictions on transferring personal data outside the EEA, unless the third country to which
personal data are transferred ensures an adequate level of protection. If companies want to transfer
personal data to companies located in countries that have not been deemed adequate, they must
put in place adequate safeguards, including contractual agreements, or Binding Corporate Rules, or
choose data recipients in the U.S. that have certified with the Privacy Shield.



CHAPTER 8

ENFORCEMENT

In this chapter: New enforcement powers * One-Stop-Shop * Sanctions for violations

8.1. Data Protection Authorities (DPAs) and One-Stop-Shop

ARTICLE 51-79 OF THE GDPR

Data protection authorities will have increased enforce-
ment powers, including imposing substantial fines. The
size and type of a company or the nature of the compa-
ny's business makes no difference to the ability of DPAs
to enforce the law, so both small and large retailers are
covered.

Currently, under the Data Protection Directive, each mem-
ber state has its own independent public authority respon-
sible for monitoring and enforcing compliance with the data
protection law. These authorities have local investigative
and enforcement powers. There is no cooperation mecha-
nism for cross-border violations. If companies are estab-
lished in more than one member state, they fall under the
jurisdiction of the DPA in each of these states. Often, the
DPAs enforce diverse data protection requirements, pro-
duce different guidance and set different enforcement pri-
orities. Companies that operate in the plethora of various
obligations and enforcement standards face additional
compliance costs and risks.

In order to ensure more coherence in its application, the
GDPR creates a One-Stop-Shop supervisory and cooper-
ation mechanism among data protection authorities. This
means that companies that operate in many member states
are subject to the authority of one “lead” DPA, supervising all
cross-border processing activities of this company.

The “lead” DPA is the DPA of a company's single or main es-
tablishment (i.e. the place of its central administration) of a
company. This “lead” DPA must closely involve and cooper-
ate with other concerned DPAs in reaching its decisions.

GDPR includes rules to identify which DPA takes the lead
when it comes to privacy violations with an international
dimension, for example where individuals in many member
states have been affected.

In a traditional headquarters/branches organisation, the
lead DPAis usually quite easy to determine. This is more dif-
ficult for complex, multi-site companies, where decisions
about specific processing activities may be taken in in a
number of different places.

In case of uncertainty, companies should map out where
the company makes its most significant decisions about
data processing. This will help to determine its “main es-
tablishment” and thus the lead DPA.

Other “concerned” DPAs remain competent to investigate
and enforce data protection law if a complaint is directed to
them, orif there is an infringement within their member state
or which substantially affects only individuals located within
it - unless the “lead” DPA decides to take over the case.

If a DPA wants to initiate an investigation despite not being
the “lead” DPA, it must notify the “lead” DPA about its in-
tentions. The “lead” DPA then has a period of three weeks
to determine whether it wishes to intervene and apply the
co-operation procedure. If it wishes to intervene, the DPA
can produce a draft decision for the “lead” DPA's consider-
ation. If it does not wish to intervene, the DPA will carry out
the investigation on its own.
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8.2. Sanctions
ARTICLE 83-84 OF THE GDPR

Any company can have sanctions imposed on it for any
violation of any provision of the GDPR. Compared to the
existing rules, the likelihood of enforcement and subse-
quent sanctions are significantly higher.

Under the current Data Protection Directive, sanctions
vary significantly across the EEA. For example, the current
maximum fine in the UK is £500,000, in Germany and France
EUR 300,000, in Spain EUR 600,000, and in Portugal up to
EUR 30,000. In some countries, possible sanctions also in-
clude imprisonment. Sanctions can only be imposed on data
controllers.

Under the GDPR sanctions will apply not only to data con-
trollers, but also to data processors that have breached
their obligations. The Regulation sets out the same sanc-
tions across the EEA and significantly raises their level.
It also harmonises the approach to enforcement across
the EEA.

In case of violations of the Regulation, the competent DPA
can impose certain regulatory measures, such as issuing
warnings or reprimands, imposing temporary or definitive
limitations, including a ban on data processing. The DPAs
can alsoissue fines.

There is a significant increase in the potential severity of
sanctions. Each DPA can impose fines, in addition to or in-
stead of corrective measures. This shall depend on the cir-
cumstances of each individual case.

The DPAs enforcement powers

Under the GDPR the DPAs will have the following investiga-
tive powers:

« Order a data controller and the processor (or applicable
representative) to provide any information it requires for
the performance of its tasks;

Carry out data protection audits;
« Review certifications;

- Notify a data controller/processor of any alleged infringe-
ment of the GDPR;

« Obtain from a data controller/processor access to all per-
sonal data and all information necessary to perform its
tasks; and

- Obtain access to any premises of a data controller
and processor including data processing equipment.
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Under the GDPR the DPAs will have the following corrective
powers:

= Issue warnings to a data controller or processor that in-
tended processing is likely to result in infringement of the
GDPR;

= Issue reprimands to a data controller or processor where
processing operations have infringed provisions of the
GDPR;

= Order a data controller or processor to bring processing
operations into compliance with the GDPR (with specific
direction and time period if appropriate);

« Order a data controller to communicate a personal data
breachto anindividual;

= Impose atemporary or definitive limitation including a ban
on processing;

« Order the rectification, restriction or erasure of data or
order a certification body not to issue a certificate;

« Impose administrative fines; and

« Order the suspension of data flows to a recipient in a third
country or to an international organisation.

Factors for the DPAs to consider

when imposing a fine

= The nature, gravity and duration of the infringement tak-
ing into account the nature scope or purpose of the pro-

cessing concerned as well as the number of individuals
affected and the level of damage;

= Theintentionalor negligent character of the infringement;

= Any action taken to mitigate the damage suffered by
the individuals;

= The degree of responsibility of the company taking into
account implemented security measures, and data by de-
fault and by design measures;

= Any relevant previous infringements;

The level of cooperation with the DPA in order to remedy
the infringement and mitigate its adverse effects;

-« The categories of personal
infringement;

data affected by the

« The manner in which the infringement became known to
the DPA, in particular whether, and if so to what extent, the
infringement has been notified;

« Where enforcement measures have been alreadyimposed
and the same violation took place;

« Adherence to approved codes of conduct or approved cer-
tification mechanisms;

= Any other aggravating or mitigating factor, such as finan-
cial benefits gained, or losses avoided, directly or indirect-
ly, from the infringement.



Overview of the fines

According to the GDPR, fines imposed by DPAs should be ef-
fective, proportionate and dissuasive. However, if a compa-

ny responsible for the same or linked processing operations

intentionally or negligently, infringes several provisions, the

maximum fine that can be imposed cannot exceed the fine

forthe gravest single infringement.

In such cases companies will be liable to:

a.Fines up to 10 000 000 EUR or 2% of the total worldwide

annual turnover of the preceding financial year, which-
ever is higher, for the violation of the provisions con-
cerning for example:

A child's consent;
Processing not requiring identification.

Obligations for the controller for the joint controllers,
for representatives of controllers not established in the
Union, for the processor, for the person processing under
the authority of the controller and processor;

Obligation to:

- Maintain a record of processing activities
- Co-operate with the DPA

- Ensure appropriate security

- Notify data breach;

Data protection impact assessment and the DPA prior
consultation;

Appointing a DPO;

The obligations imposed by the certification body.

b.Fines up to 20 000 000 EUR or 4% of the total world-

wide annual turnover of the preceding financial year,
whichever is higher for the violation of the provisions
concerning for example:

Basic principles related to personal data processing, law-
fulness of processing, to conditions for consent and to the
processing of special categories of personal data.

Individuals' rights: information on the exercise of the
rights, rights in relation to recipients, right of access the
data, right to rectification, right to erasure, right to re-
striction of processing, notification obligation, right to
data portability, right to object, right not to be subject to
automated individual decision making, including profiling.

Transfers of personal data outside the EEA to recipients
not deemed to provide adequate protection.

Any obligation for specific data processing situations, in
particular, for journalistic purposes, employment context,
public interest.

Non-compliance with an order or a temporary or definite
limitation on processing, or the suspension of data flows
by the DPA as to comply with the individuals' requests,
to communicate a personal data breach to the individual
or does not provide access to information necessary to
its tasks.

Non-compliance with a DPA order.
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Data Protection Authorities (DPAs) and One-Stop-Shop

Companies selling in one member state and only processing personal data of residents of that mem-
ber state are not likely to notice significant differences in their interactions with the DPA. Companies
selling to more than one member state will be primarily subject to the authority of a lead DPA.
Companies should identify this lead DPA (country where the main establishment of the company is
located) and the possible other concerned DPAs.

Sanctions

The Regulation significantly increases the level on sanctions that can be imposed on companies vi-
olating the GDPR. The highest sanctions may reach up to 20 000 000 EUR or 4% of the company's
total worldwide annual turnover. The likelihood of enforcement action will be greater than under the
current legislation, and enforcement will be more coordinated across the EU.



CHAPTER 9

PRIVACY IN THE WORKPLACE AND
OTHER ISSUES REGULATED NATIONALLY

9.1. Privacy in the workplace
ARTICLE 88 OF THE GDPR

The GDPR does not harmonise the rules on the process-
ing of personal data in the employment context. This is
because the processing of personal data of employees is
closely related to employment law, which differs across
the EEA. Member states may adopt specific rules on pri-
vacy in the workplace, covering processing of personal
data for the purpose of recruitment, the performance of
the employment contract, diversity, health and safety,
etc. Companies will need to comply with national laws
concerning privacy in the workplace, in addition to the
more generic GDPR.

Retailers and employee personal data

Any retailer employing staff processes HR data on a daily
basis.

The Data Protection Directive does not deal with any spe-
cific aspect of an employment relationship. In particular, it
does not provide any specific rules on what categories of
personal data employers may collect from the employees,
for which purposes they may use the data, how long they
may retain the data, what rules the employers should follow
if they monitor the employees. The Data Protection Directive
only sets out general provisions on the collection and pro-
cessing of personal data. These provisions are then further
interpreted by individual member states, which implement
them in their national legislation. This means that in each
EEA member state, there are different rules on employee

privacy.

Under the General Data Protection Regulation, member
state law will continue to differ in the context of HR data
processing and employment law. Member state law or col-
lective agreements may provide for specific rules on the
processing of employees’ personal data.

In particular, these can cover conditions under which per-
sonal data in the employment context may be processed,
based on the consent of the employee. These can also cov-
er the purposes of the recruitment, the performance of the
contract of employment, including discharge of obligations
laid down by law or by collective agreements, management,
planning and organisation of work, equality and diversity in
the workplace, health and safety at work. They can further
cover the exercise and enjoyment, on an individual or collec-
tive basis, of rights and benefits related to employment, and
the termination of the employment relationship.

Things to remember when dealing with
employee privacy

Member states may adopt their own data protection laws cov-
ering the processing of personal data in the employment con-
text. This will likely lead to further fragmentation in this area.

Companies should stay up to date with the existing ap-
plicable laws in the country where they have employees.
Companies should closely monitor if these member states
implement specific employee data protection rules.

Companies should audit how HR data are being processed
and what steps are necessary to ensure compliance with the
GDPR. HR and data protection functions should be aligned in
order to ensure compliance with the new requirements

When will it be legal to process employee
personal data?

Many companies currently process employees' personal
data on the basis of their consent. This has been criticised
in the past. Many DPAs have questioned the validity of em-
ployee consent, as employees do not have a genuine choice,
given the imbalance of power in an employee/employer
relationship.

Under the GDPR it will be more difficult to rely on consent.
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Employers will need to carefully re-assess the legal grounds
on which they process employee personal data. If they rely
on consent, they will need to check whether they meet all
the requirements imposed by the GDPR and bear in mind
that free consent implies that it may be revoked at any time.

In many cases, companies will need to move to one of the
other legal grounds to (continue to) process employee per-
sonal data. This could be contractual necessity (e.g. for the
processing of employee payment data), a legal obligation
(e.g. for the processing of employee data in relation to social
security) or the legitimate interest of the employer (e.g. in
the context of employee monitoring). However, their legal
grounds all have their restrictions and must be narrowly
construed. It may well be that a company will have to stop
processing some categories of data, or limit the range of
data processed, where it cannot rely on any of the legal
grounds for processing laid down in the GDPR.

The processing of employee data may be based on the com-
pany's legitimate interest if it is necessary for interests pur-
sued by the employer or by a third party. However, this must
be balanced against the interests or fundamentalrights and
freedoms of the employee.

Member states may allow the processing of personal data
to be governed by collective agreements, for example by
collective bargaining or works council agreements. In some
countries with such employee representation frameworks,
works council agreements can provide a reliable and safe
way to cover the use of data in the workplace

WHEN EMPLOYERS COLLECT AND PROCESS
EMPLOYEES’ PERSONAL DATA

Trade union membership

Hiring. Background checks

of prospective employees ’

\

Professional development,
creating employee profiles

Monitoring online activity «
emailand phone calls

Tracking physical location
(drivers)

Whistleblowing

Physical surveillance

CCTV cameras 1

Personal searches

Off duty conduct

EMPLOYEE AND
DATA PROTECTION

Employee activity in social
media. Company
promotion via employee

’ private accounts

Sharing employee data with
affiliates in third countries

-~

Use of employee own
devices for work (BYOD)

Medical check-ups, sick
leave, and health data

Alcoholand drug testing

\ Processing of national

identifying numbers

Family benefits
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9.2. Examples of where member states may adopt specific national laws

The Regulation harmonises privacy laws across the EEA.
However, member states retain power to adopt their own
data protection rules in a number of areas. This means
that retailers operating in more than one member state
will need to continue to comply with a plethora of rules
and obligations.

In summary, and for ease of cross-reference with the text
of the GDPR, here are examples most relevant for the retail
sector where member states may adopt different data pro-
tection rules.

« Article 6.2. Processing of personal data for legal necessity
purposes.

« Article 8.2. Age for consent.

= Article 80.2. Issues concerning collective redress.

« Article 83.9. Certain issues concerning enforcement and
sanctions.

« Article 87. Processing of a national identification number
or any other identifier of general application.

- Article 88. Processing of employee personal data.
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Companies need to monitor whether the member states where they operate implement specific data

protection rules in certain areas.

Companies need to carefully assess current employee processing activities and identify what actions
will need to be undertaken to comply with the GDPR. Companies should update their existing proce-
dures and implement the changes necessary to comply with the new obligations.



CHAPTER 10

DATA PROTECTION CHECKLIST

This checklist is aimed to help companies organise their approach to undertaking GDPR compliance. This listis not exhaustive

and companies may need to undertake other measures.

COMPLIANCE MEASURE

DESCRIPTION

Audit

Do a gap analysis of what procedures are in place for meeting new and exist-
ing data protection obligations. Identify any shortfalls and implement a planto
address the gaps.

Identify and review all relevant existing internal and public-facing policies
and procedures, and identify where data is processed within the company.
Remember to look not only at IT, data security, marketing and HR policies but
also at third party service providers.

Consider if there are existing audit processes which can be leveraged to
monitor compliance in this area.

Notice and consent

Identify and review all existing privacy notices and policies concerning em-
ployees and customers. Include all relevant people within the company, legal,
compliance, HR, etc.

Review and revise the privacy notices to ensure they comply with the new
requirements.

Establish in which countries the notices must be translated.
Establish where consent (explicit and unambiguous) will need to be obtained.

Decide how privacy notices, policies and consents will be provided
and tracked (automated or manual process, etc.).

Be attentive to DPA guidance, as they may provide standard formats for notice
and consent.

Internal process

Identify key internal actors responsible for data processing so that they can be
involved in developing new processes.

Identify key senior stakeholders to support the accountability programme and
the operational (and cultural) changes required to address the accountability
requirements.

Create FAQs that will assist management and the relevant departments in re-
sponding to customers’ and employees’ questions (about operations concern-
ing the collection and processing of their data).
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Internal policies « Ensure that there are policies in place for providing access and correction
of personal data and the exercise of other individual rights.

- Establish procedures to be followed for requesting and providing access and
making or rejecting requested corrections. For example, how long does HR
haveto respondto anaccess request? If an employee’s correction requests are
rejected, individuals should be notified and given the reasons why the request-
ed corrections have not been made.

- Create guidelines and policies regarding data retention. There may be specific
local requirements, concerning for example employee and medical records.

Privacy Impact Assessment = Create PIA procedure and templates.
PIA
(PIR) = Assess where it will be necessary to conduct a PIA. Who will do it? Who needs
to be involved? Will the process be run centrally or locally?
Security = Review and revise internal data security policies and procedures to ensure
they are up to date and fit for compliance with the GDPR.

= Create any new policies that are necessary.

« Create a data breach response plan.

Training for employees with . Create training for employees who have access to personal data (i.e. HR,

access to personal data IT, finance). This is not strictly required under the GDPR but is recommended as
good practice.

DPO - |dentify if a DPO must be appointed. Decide if there should be one DPO for the
whole group or a few local DPOs.

« Assess if it is better to appoint an internal DPO among staff, employ someone
new, or hire and external consultant.

= Set out in detail tasks and duties of the DPO and include them in the appoint-
ment contract.

« Create budget to provide resources for the DPO.

« Publish contact details of the DPO (privacy policy, website) and communicate
them to the relevant DPA.

Inventory of databases - Create a new or update existing inventory of databases.

- Update or file the necessary notifications with the DPAs, where required.
Although the GDPR removes the notification requirement, the notification with
the local DPA will be replaced by a requirement to keep internal records. Any
work on filings during the next months will be helpful. Companies should also
gather the additional details that will be required for the internal records un-
derthe GDPR.

Agreements with service - Identify and audit existing agreements with service providers who act as data
providers processors.

- Update and negotiate amendments, to ensure compliance with the GDPR.

= When negotiating new outsourcing deals integrate the GDPR requirements
already now.
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Certification - Considerappropriate outreach actions, for example to contribute to new codes
of conduct and certification mechanisms in conjunction with relevant industry
bodies and associations.

Data transfers - Identify what data flows take place with third countries, and what mecha-
nisms exist for these data transfers and assess their validity under the GDPR.

= For intra-group data transfers, consider carrying out a BCR gap analysis to
determine the practical viability of BCR.

« Fortransferstothird partyservice providers (e.g. cloud service providers), put
in place a flexible contractual mechanism that also covers sub-contracting.

DPA consultation « Determine where consultation with a relevant DPA is required following a
Privacy Impact Assessment.
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